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BERKELEY CITY COUNCIL PUBLIC SAFETY COMMITTEE 

SPECIAL MEETING 

Monday, April 24, 2023 
9:30 AM 

2180 Milvia Street, 1st Floor – Cypress Room 
1404 Le Roy Ave, Berkeley 94708 – Teleconference Location 

 
Committee Members:  

Councilmembers Rashi Kesarwani, Terry Taplin, and Susan Wengraf 
Alternate: Councilmember Rigel Robinson 

 
This meeting will be conducted in a hybrid model with both in-person attendance and virtual 
participation. For in-person attendees, face coverings or masks that cover both the nose and the 
mouth are encouraged. If you are feeling sick, please do not attend the meeting in person. 
 
Remote participation by the public is available through Zoom. To access the meeting remotely 
using the internet: Join from a PC, Mac, iPad, iPhone, or Android device: Use URL -
https://cityofberkeley-info.zoomgov.com/j/1615224966. If you do not wish for your name to 
appear on the screen, then use the drop down menu and click on "rename" to rename yourself 
to be anonymous. To request to speak, use the “raise hand” icon on the screen. To join by 
phone: Dial 1-669-254-5252 or 1-833-568-8864 (Toll Free) and Enter Meeting ID: 161 522 
4966. If you wish to comment during the public comment portion of the agenda, press *9 and 
wait to be recognized by the Chair.  
 
To submit a written communication for the Committee’s consideration and inclusion in the public 
record, email policycommittee@cityofberkeley.info. 
 
Written communications submitted by mail or e-mail to the Public Safety Policy Committee by 
5:00 p.m. the Friday before the Committee meeting will be distributed to the members of the 
Committee in advance of the meeting and retained as part of the official record.   
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AGENDA 
 

Roll Call 

Public Comment on Non-Agenda Matters 
 

Minutes for Approval 
 Draft minutes for the Committee's consideration and approval. 

 
1.  Minutes – March 20, 2023 

 
Committee Action Items 
 The public may comment on each item listed on the agenda for action as the item is taken up. The Chair 

will determine the number of persons interested in speaking on each item. Up to ten (10) speakers may 
speak for two minutes. If there are more than ten persons interested in speaking, the Chair may limit the 
public comment for all speakers to one minute per speaker. Speakers are permitted to yield their time to 
one other speaker, however no one speaker shall have more than four minutes. 

Following review and discussion of the items listed below, the Committee may continue an item to a future 
committee meeting, or refer the item to the City Council. 
 

2.  Berkeley Police Department Surveillance Ordinance Policies Related to Fixed 
Surveillance Cameras (Policy 351, Policy 1304 and Related Surveillance 
Acquisition Report) and Unmanned Aerial System (drones) (Policy 611, Policy 
1303 and Related Surveillance Acquisition Report) (Item contains supplemental 
materials) 
From: City Manager 
Recommendation: Review the draft policies and provide direction to staff.  
Financial Implications: See report 
Contact: Jennifer Louis, Police, (510) 981-5900 
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Unscheduled Items 
 These items are not scheduled for discussion or action at this meeting.  The Committee may schedule 

these items to the Action Calendar of a future Committee meeting. 
 

3.  Information Report Request: Alternatives to Chemical Agents for Response to 
Violent Large-Scale Crowd Scenarios 
From: Councilmember Taplin (Author) 
Referred: August 29, 2022 
Due: June 30, 2023  
Recommendation: Direct the City Manager to study alternatives to chemical agents 
to improve the Berkeley Police Department’s ability and capacity to respond to and 
de-escalate large-scale crowd scenarios, including violent militias, and return a 
report to the City Council by the end of Fiscal Year 2023.  Report should include but 
not be limited to the following factors: -BPD intelligence-gathering capabilities on 
potentially violent large crowd scenarios; - BPD response protocols including 
procedures for protecting bystanders, peaceful protesters, and businesses; -Tools 
and tactics available for crowd control in potentially violent scenarios; -Mutual aid 
and support from other local/state/federal agencies; -Applicable state and federal 
laws on crowd control and First Amendment rights. 
Financial Implications: Staff time 
Contact: Terry Taplin, Councilmember, District 2, (510) 981-7120 

Items for Future Agendas 
• Discussion of items to be added to future agendas 

Adjournment
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Written communications addressed to the Public Safety Committee and submitted to the City Clerk 
Department will be distributed to the Committee prior to the meeting. 

This meeting will be conducted in accordance with the Brown Act, Government Code Section 54953. 
Members of the City Council who are not members of the standing committee may attend a standing 
committee meeting even if it results in a quorum being present, provided that the non-members only act 
as observers and do not participate in the meeting. If only one member of the Council who is not a 
member of the committee is present for the meeting, the member may participate in the meeting because 
less than a quorum of the full Council is present. Any member of the public may attend this meeting.  
Questions regarding this matter may be addressed to Mark Numainville, City Clerk, (510) 981-6900. 
 

COMMUNICATION ACCESS INFORMATION: 
To request a disability-related accommodation(s) to participate in the meeting, including 
auxiliary aids or services, please contact the Disability Services specialist at (510) 981-6418 
(V) or (510) 981-6347 (TDD) at least three business days before the meeting date. 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
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I hereby certify that the agenda for this meeting of the Standing Committee of the Berkeley City Council 
was posted at the display case located near the walkway in front of the Maudelle Shirek Building, 2134 
Martin Luther King Jr. Way, as well as on the City’s website, on Thursday, April 20, 2023. 

 
Mark Numainville, City Clerk 
 
Communications 
Communications submitted to City Council Policy Committees are on file in the City Clerk Department at 
2180 Milvia Street, 1st Floor, Berkeley, CA, and are available upon request by contacting the City Clerk 
Department at (510) 981-6908 or policycommittee@cityofberkeley.info. 
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BERKELEY CITY COUNCIL PUBLIC SAFETY COMMITTEE 
REGULAR MEETING MINUTES 

Monday, March 20, 2023 
10:30 AM 

2180 Milvia Street, 6th Floor – Redwood Room 
1404 Le Roy Ave, Berkeley 94708 – Teleconference Location 

 
Committee Members:  

Councilmembers Rashi Kesarwani, Terry Taplin, and Susan Wengraf 
Alternate: Councilmember Rigel Robinson 

 
This meeting will be conducted in a hybrid model with both in-person attendance and virtual 
participation. For in-person attendees, face coverings or masks that cover both the nose and the 
mouth are encouraged. If you are feeling sick, please do not attend the meeting in person. 
 
Remote participation by the public is available through Zoom. To access the meeting remotely 
using the internet: Join from a PC, Mac, iPad, iPhone, or Android device: Use URL - 
https://cityofberkeley-info.zoomgov.com/j/1602030774. If you do not wish for your name to 
appear on the screen, then use the drop down menu and click on "rename" to rename yourself 
to be anonymous. To request to speak, use the “raise hand” icon on the screen. To join by 
phone: Dial 1-669-254-5252 or 1-833-568-8864 (Toll Free) and Enter Meeting ID: 160 203 
0774. If you wish to comment during the public comment portion of the agenda, press *9 and 
wait to be recognized by the Chair.  
 
To submit a written communication for the Committee’s consideration and inclusion in the public 
record, email policycommittee@cityofberkeley.info. 
 
Written communications submitted by mail or e-mail to the Public Safety Policy Committee by 
5:00 p.m. the Friday before the Committee meeting will be distributed to the members of the 
Committee in advance of the meeting and retained as part of the official record.   
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MINUTES 
 

Roll Call:  10:32 a.m.  Councilmembers Wengraf and Taplin present. 
 

Councilmember Kesarwani present at 10:37 a.m. 

Public Comment on Non-Agenda Matters – 2 speakers. 
 

Minutes for Approval 
 Draft minutes for the Committee's consideration and approval. 

 

1.  Minutes - January 30, 2023 
Action: M/S/C (Kesarwani/Taplin) to approve the January 30, 2023 minutes.  
Vote: All Ayes. 

 

Committee Action Items 
 The public may comment on each item listed on the agenda for action as the item is taken up. The Chair 

will determine the number of persons interested in speaking on each item. Up to ten (10) speakers may 
speak for two minutes. If there are more than ten persons interested in speaking, the Chair may limit the 
public comment for all speakers to one minute per speaker. Speakers are permitted to yield their time to 
one other speaker, however no one speaker shall have more than four minutes. 

Following review and discussion of the items listed below, the Committee may continue an item to a future 
committee meeting, or refer the item to the City Council. 

 

2.  Berkeley Police Department Surveillance Ordinance Policies Related to Fixed 
Surveillance Cameras (Policy 351, Policy 1304 and Related Surveillance 
Acquisition Report) and Unmanned Aerial System (drones) (Policy 611, Policy 
1303 and Related Surveillance Acquisition Report) 
From: City Manager 
Recommendation: Review the draft policies and provide direction to staff.  
Financial Implications: See report 
Contact: Jennifer Louis, Police, (510) 981-5900 
Action: 9 speakers.  Presentation made, discussion held, and feedback provided to 
staff on the policies.  Item continued to a future meeting. 
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Unscheduled Items 
 These items are not scheduled for discussion or action at this meeting.  The Committee may schedule 

these items to the Action Calendar of a future Committee meeting. 

 

3.  Information Report Request: Alternatives to Chemical Agents for Response to 
Violent Large-Scale Crowd Scenarios 
From: Councilmember Taplin (Author) 
Referred: August 29, 2022 
Due: June 30, 2023  
Recommendation: Direct the City Manager to study alternatives to chemical agents 
to improve the Berkeley Police Department’s ability and capacity to respond to and 
de-escalate large-scale crowd scenarios, including violent militias, and return a 
report to the City Council by the end of Fiscal Year 2023.  Report should include but 
not be limited to the following factors: -BPD intelligence-gathering capabilities on 
potentially violent large crowd scenarios; - BPD response protocols including 
procedures for protecting bystanders, peaceful protesters, and businesses; -Tools 
and tactics available for crowd control in potentially violent scenarios; -Mutual aid 
and support from other local/state/federal agencies; -Applicable state and federal 
laws on crowd control and First Amendment rights. 
Financial Implications: Staff time 
Contact: Terry Taplin, Councilmember, District 2, (510) 981-7120 

Items for Future Agendas 
• None 

Public Comment on Non-Agenda Matters – 5 speakers. 

Adjournment 

Action: M/S/C (Kesarwani/Wengraf) to adjourn the meeting. 
Vote: All Ayes. 

Adjourned at 12:09 p.m.

I hereby certify that this is a true and correct record of the special Public Safety Committee 
meeting held on March 20, 2023.   
 
________________________________  
Rose Thomsen, Deputy City Clerk 

 
Communications 
Communications submitted to City Council Policy Committees are on file in the City Clerk Department at 
2180 Milvia Street, 1st Floor, Berkeley, CA, and are available upon request by contacting the City Clerk 
Department at (510) 981-6908 or policycommittee@cityofberkeley.info. 
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Surveillance Use Equipment Presentation

Public Safety Policy Committee

• Brief presentation on the proposed policies for external fixed 
surveillance cameras and unmanned aerial systems.

• Address concerns that have been raised.

• Availability for question and answers

Page 1 of 222
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External Fixed Video Surveillance Cameras
• What is a external fixed video surveillance 

cameras?
• These are cameras in public spaces that face 

public right of ways that are used primarily to 
aid in investigations. Access is purpose driven 
guided by our robust policy. A permissible 
need must be met prior to officer would have 
authorized access. 

• Why is this tool so important?
• These cameras are important to assist BPD in 

our crime reduction and crime solving 
strategies. With the recent rise in shootings 
are grand thefts like catalytic converters, BPD 
would be able to augment it’s investigative 
tools through the use of these cameras. 
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External Fixed Video Surveillance Cameras

History of the external fixed video surveillance cameras

• 12/14/21 City Council adopted an agenda item for Public Safety Cameras in 
public right of way affixed to City property.

• Due to litigation, the City Attorney’s Office asked that an acquisition report, 
and policy be drafted that follows the surveillance ordinance for the 
aforementioned public safety cameras in addition to the cameras at San 
Pablo Park, the Marina, and Transfer Station. 

• 03/08/23 this item was discussed at PAB during a Special Meeting.

• 03/20/23 this item will be discussed at PSPC during a meeting.

• Likely going to City Council in May of 2023 barring any unforeseen 
circumstances, and pending the recommendation of PSPC. 
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External Fixed Video Surveillance Cameras

• BPD does not have past experiences to rely on relating to the public 
safety cameras that are proposed. We have multiple instances 
wherein the cameras at San Pablo Park were very helpful in follow up 
investigations for our Detective Division. 

• The proposed policy was not authored exclusively for the public 
safety cameras proposed, but rather those in existence coupled with 
the proposed cameras. This policy was tailored and drafted to be 
restrictive enough to put permissibility factors in place that usefully 
guide BPD while ensuring the Community’s concerns over privacy and 
civil rights were adequately addressed. 
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External Fixed Video Surveillance Cameras

PAB Concerns

• Concerns regarding two policies. 

• Concerned over intended uses for “a variety of purposes”

• Asked to remove permissibility of the cameras in critical incidents, 
documenting officer and offender interactions, augmenting 
resources, documenting employer/customer conduct, and limiting 
traffic uses to criminal investigations.

• Concerned over the retention period.
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External Fixed Video Surveillance Cameras

• The Department is asking that Public Safety Policy Committee provide 
a Positive Recommendation on the proposed policy uses. We firmly 
believe with clearly defined guidelines as outlined in BPD’s proposed 
policies the Department can continue to provide exceptional public 
services. 

• The Department believes this a very useful tool which will greatly 
benefit the department in our investigatory abilities. This is a tool that 
is commonly used in many cities our size to address concerns over 
crime patterns, trends, and currently the rise in crime in general.

• The Department will report this equipment annually in our 
surveillance report. 
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Unmanned Aerial Systems
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Unmanned Aerial Systems

What is a unmanned aerial system?
Unmanned aerial system (UAS) is commonly referred to 
as a drone. Drones have become increasingly popular, 
and capable of performing varying tasks. For the purpose 
and desired uses of the Berkeley Police Department we 
are seeking a more efficient method of requesting 
mutual assistance in seeking and deploying drones. The 
drones BPD would seek to use provide live-stream 
imagery from the device to the controller. Do to the fact 
the drone records video and remotely transmits the 
video it qualifies as surveillance technology per BMC 
2.99.020(1). 

Why is this tool so important?
Drones are a technology tool that offers a method of de-
escalation. De-escalation in the simplest form is 
providing greater time and distance to create an 
advantage to have a more peaceful resolution. 
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Unmanned Aerial Systems

History of unmanned aerial systems

• BPD has consistently had the need to utilize drones a few times a year for 
the past several years. At the recommendation of the City Attorney’s Office 
it was determined that the circumstances may continue to arise in the 
future. 

• BPD is seeking to use surveillance technology that was previously approved 
by City Council in a manner not previously approved(BMC 2.99.030(c)) 
which is only through exigent circumstances. 

• BPD is bringing forward a policy which clearly identifies permissible uses, 
and guidelines. Attached is a Use policy, a Surveillance Use policy, and an 
Acquisition Report-although no physical acquisition is currently sought. 
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Unmanned Aerial Systems

• Summarily BPD’s past uses of allied agencies drones to provide critical information during 
high risk incidents (generally warrants involving violent crimes committed with a 
weapon) and in the apprehension of suspected or known violent and armed offenders.

• Drones have been used to conduct a preliminary search of a house for armed individuals 
in response to a signed search warrant. 

• Aid BPD’s Special Response Team in the service of high risk warrants involving violence.

• Drones have been used in response to persons involved in shootings that have fled from 
officers.

• A commonality in the past uses is that drones further the Department’s philosophy on 
de-escalation by slowing down a potentially volatile situation through time and distance. 
Additionally, it aides officers in the ability to minimize uses of force and reduces the 
likeliness of a violent confrontation which is explicitly inline with the tenets of our Use of 
Force Policy. 
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Unmanned Aerial Systems

POLICE ACCOUNTABILITY BOARD’S CONCERNS

• Concern that BPD is using this as an opportunity to acquire drones. 

• Concerned our policy isn’t restrictive enough.

• Concerned that there wasn’t sufficient opportunity for public input.

• Concerned there isn’t sufficient public oversight.

• Concerned there wasn’t technical specifications.

• Concerned that there is a definition of exigent circumstances.

• Concerned over legal and liability issues.
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Unmanned Aerial Systems

• The Department is asking that Public Safety Policy Committee provide a
Positive Recommendation on the proposed policy uses. We firmly believe 
with clearly defined guidelines as outlined in BPD’s proposed policies the 
Department can continue to provide exceptional public services. 

• The Department can continue to enhance our ability to provide the best 
de-escalation response with the ultimate goal of keeping our community 
safe. 

• The Department will continue to report the deployments annually in the 
annual surveillance report with an expectation that the City can constantly 
assess the technology with a thoughtful focus on public safety while 
balancing the interests in protecting the privacy and civil rights of its 
community members. 
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Office of the City Manager

2180 Milvia Street, Berkeley, CA 94704 ● Tel: (510) 981-7000 ● TDD: (510) 981-6903 ● Fax: (510) 981-7099
E-Mail: manager@CityofBerkeley.info  Website: http://www.CityofBerkeley.info/Manager

ACTION CALENDAR
March 20, 2023

To: Public Safety Policy Committee

From:      Dee Williams-Ridley, City Manager

Submitted by: Jennifer Louis, Interim Chief of Police

Subject:    Berkeley Police Department Surveillance Ordinance Policies Related to 
Fixed Surveillance Cameras (Policy 351, Policy 1304 and Related 
Surveillance Acquisition Report) and Unmanned Aerial System (drones) 
(Policy 611, Policy 1303 and Related Surveillance Acquisition Report)

RECOMMENDATION
Review the draft policies and provide direction to staff. 

INTRODUCTION
The City of Berkeley enacted the Surveillance Ordinance in 2018 to establish a 
thoughtful process regarding the procurement and use of Surveillance Technology that 
carefully balances the City’s interest in protecting public safety with its interest in 
protecting the privacy and civil rights of its community members. To ensure that our 
general policies maintained consistent format with other department policies the 
Department developed parallel ‘use’ policies where appropriate so that the ‘Surveillance 
Use Policy’ could directly follow all the requirements explicitly set forth in BMC 
2.99.020(4).  Both policies are equally important, and all members are required to abide 
by the legal parameter of both policies. Thereby in nearly every piece of equipment that 
the Department has that is reportable under BMC 2.99, there are generally two nearly 
identical policies, a Use Policy and a Surveillance Use Policy.  Recognizing the 
important of the Surveillance Use Policies, the Department has a chapter in our 
Departmental Policies dedicated to the Surveillance Use Policies. 

CURRENT SITUATION AND ITS EFFECTS
There are two surveillance technologies that are undergoing the process of the 
Surveillance Ordinance in order to obtain City Council approval.  These technologies 
are External Fixed Video Surveillance Cameras and Unmanned Aerial System (UAS).  
As part of the Surveillance Ordinance process the department must complete 
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Berkeley Police Department Surveillance Ordinance Policies ACTION CALENDAR

March 20, 2023 

Page 2

acquisition and use policies which must undergo review by the Police Accountability 
Board and ultimately receive Council approval.

City owned fixed surveillance cameras are in place in several locations in the City of 
Berkeley and Council has approved future installation of these cameras at a number of 
intersections in the City.  Acquisition and Use Policies are being submitted through the 
Surveillance Ordinance process to ensure clear guidelines regarding the technologies 
used and the manner in which they will be used.

The Berkeley Police Department has made several exigent circumstances uses of 
Unmanned Aerial System (UAS) technology and believes circumstances may arise in 
the future necessitating further use. The Surveillance Ordinance provides guidance for 
Temporary Acquisition and Use of Surveillance Equipment (BMC 2.99.040) which 
requires the following: notifications, and presumes that if the uses will continue beyond 
exigent circumstances that the Department bring forward an acquisition report and use 
policy.  

Crime trends regionally and in the City of Berekely indicate there has been a steady 
increase in shootings in the City the last five years and Part 1 Crimes reached their 
highest level in ten years in 2022.  The department has developed and submitted 
acquisition and use policies for these surveillance technologies as we believe that they 
support our mission to safeguard our diverse community through proactive law 
enforcement and problem solving, treating all people with dignity and respect.  These 
law enforcment tools enhance policing practices and create greater safeguards toward 
fair and impartial policing and safer outcomes during law enforcment interactions.

The External Fixed Video Surveillance Camera Policies are covered by three policies:
1. Policy 351 – The policy that will establish guidelines for the Police Department on 

the use of External Fixed Video Surveillance Cameras  
2. Policy 1304 - The Surveillance Use Policy related to Fixed Video Surveillance 

Cameras
3. Surveillance Acquisition Report – Citywide Report regarding Cameras

These policies are attached to this report.

Each of the External Fixed Video Surveillance Camera Policies received City Attorney 
Office review with Public Works staff being the primary author of the Acquisition Report 
and Berkeley Police Department staff being the primary author of Policies 351 and 
1304.

The Unmanned Aerial System (UAS) policies are covered by the following policies:
1. Policy 611 – The policy that will establish guidelines for the Police Department on 

the use of an Unmanned Aerial System (UAS – commonly referred to as drones)
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Berkeley Police Department Surveillance Ordinance Policies ACTION CALENDAR

March 20, 2023 

Page 3

2. Policy 1303 - The Surveillance Use Policy related to UAS
3. An Acquisition Report related to UAS.  (The Department is not seeking to acquire 

UAS technology at this time but per the City Attorney’s Office, the Surveillance 
Ordinance requires completion of an Acquisition Report as well)

These policies are attached to this report.

Pursuant to the Surveillance Ordinance, BMC Section 2.99.030.2, upon receipt of 
acquisition and use policies from the Police Department, the Police Accountability Board 
(PAB) has a 30-day deadline “to recommend approval of the policy, object to the 
proposal, recommend modifications, or take no action.”  The PAB has reviewed and 
made recommendations on both of the above technologies.  Their correspondence 
regarding these proposals is attached here.

ENVIRONMENTAL SUSTAINABILITY AND CLIMATE IMPACTS
None identified.

CONTACT PERSON
Captain Mike Durbin, Police, Professional Standards Division (510) 981-5760

ATTACHMENTS:
1. Policy 351- External Fixed Video Surveillance Cameras
2. 1304- Surveillance Use Policy External Fixed Video Surveillance Cameras
3. Acquisition Report- External Fixed Video Surveillance Camera
4. 611- Unmanned Aerial System (UAS)
5. 1303-Surveillance Use Policy Unmanned Aerial System (UAS)
6. Acquisition Report- Unmanned Aerial System (UAS)
7. PAB Recommendations-External Fixed Video Surveillance Cameras
8. PAB Recommendations- Unmanned Aerial System (UAS)
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Berkeley Police Department 
Law Enforcement Services Manual 

351 Public_Safety_Video_Surveillance_System - CAO Review (002).docx 1 

Policy 

351 

External Fixed Video Surveillance Cameras 
351.1 PURPOSE AND SCOPE 
This policy provides guidance for the use of City of Berkeley external fixed video surveillance 
cameras by the Berkeley Police Department.  
This policy only applies to fixed, overt, marked external video surveillance systems utilized by the 
Department. It does not apply to mobile audio/video systems, covert audio/video systems or any 
other image-capturing devices used by the Department. This policy is intended to be the Use 
Policy, however all aspects of the Surveillance Use Policy, 1304 which corresponds with the 
External Fixed Video Surveillance Cameras is equally applicable.  

351.2 POLICY 
The Berkeley Police Department utilizes a video surveillance system to enhance its anti-crime 
strategy, to effectively allocate and deploy personnel, and to enhance safety and security in public 
areas and City property. Cameras may be placed in strategic locations throughout the City to detect 
and deter crime, to help safeguard against potential threats to the public, to help manage 
emergency response situations during natural and human-made disasters, to assist City officials in 
providing services to the community, among other uses. 

Video surveillance in public areas will be conducted in a legal and ethical manner while recognizing 
and protecting constitutional standards of privacy. 

351.3 OPERATIONAL GUIDELINES 
Only City Council-approved video surveillance equipment shall be utilized. Members authorized to 
review video surveillance should only monitor public areas and public activities where no 
reasonable expectation of privacy exists. The City Manager shall obtain Council approval for any 
proposed additional locations for the use of video surveillance technology.  

351.3.1 PLACEMENT AND MONITORING 
Camera placement will be guided by the underlying purpose or strategy associated with the overall 
video surveillance plan. As appropriate, the Chief of Police should confer with other affected City 
departments when evaluating camera placement. Environmental factors, including lighting, 
location of buildings, presence of vegetation or other obstructions, should also be evaluated when 
determining placement. 

Camera placement includes, but is not limited to: existing cameras such as those located at San 
Pablo Park, the Berkeley Marina, and cameras placed in Council identified and approved 
intersections throughout the City, and potential future camera locations as approved by City 
Council. 

Current City Council approved locations: 

• 6th Street at University Avenue
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2 
351 Public_Safety_Video_Surveillance_System - CAO Review (002).docx 

• San Pablo Avenue at University Avenue 

• 7th Street at Dwight Way 

• San Pablo Avenue at Dwight Way 

• 7th Street at Ashby Avenue 

• San Pablo Avenue at Ashby Avenue 

• Sacramento Street at Ashby Avenue 

• College Avenue at Ashby Avenue 

• Claremont Avenue at Ashby Avenue 

• 62nd Street at King Street 

The cameras shall only record video images and not sound. Recorded images may be used for 
a variety of purposes, including criminal or civil investigations. The video surveillance system may 
be useful for the following purposes: 

(a) To prevent, deter and identify criminal activity. 

(b) To address identified areas of criminal activity. 

(c) To respond to critical incidents. 
 

(d) To assist in identifying, apprehending and prosecuting offenders. 

(e) To document officer and offender conduct during interactions to safeguard the rights 
of the public and officers. 

(f) To augment resources in a cost-effective manner. 

(g) To monitor pedestrian and vehicle traffic activity in order to assist with traffic related 
investigations. 

(h) To document employee, employer, and/or customer conduct during interactions to 
safeguard the employee, employer, and customer from misconduct 

 
 
Unauthorized recording, viewing, reproduction, dissemination or retention is prohibited. 
 
351.3.2 FIXED CAMERA MARKINGS 
All public areas monitored by video surveillance equipment shall be marked in a conspicuous 
manner with unobstructed signs to inform the public that the area is under police surveillance.  

 
351.3.3 INTEGRATION WITH OTHER TECHNOLOGY 
The Department is prohibited from integrating or accessing system capabilities of the video 
surveillance system with other systems, such as gunshot detection, automated license plate 
recognition, facial recognition and other video-based analytical systems. 
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351.4 VIDEO SUPERVISION 
Access to video surveillance cameras data shall be limited to Berkeley Police Department (BPD) 
personnel utilizing the camera database for uses described above, with technical assistance from 
Public Works personnel. Information may be shared in accordance with 351.6 or 1304.9 below. 
Members seeking access to the camera system shall seek the approval from the Investigations 
Division Captain, or their designee.  
 
Supervisors should monitor camera access and usage to ensure members are within department 
policy and applicable laws. Supervisors should ensure such use and access is appropriately 
documented. 

 
351.4.1 VIDEO LOG 
No one without authorization will be allowed to login and view the recordings. Access to the data 
must be obtained through the Public Works Department. All system access including system log-
in, access duration, and data access points is accessible and reportable by the Public Works 
Department’s authorized administrator. Those who are authorized and login should automatically 
trigger the audit trail function to ensure compliance with the guidelines and policy. This is further 
outlined in 1304.4 of the Surveillance Use Policy. 

 
351.4.2 PROHIBITED ACTIVITY 
Video surveillance systems will not intentionally be used to invade the privacy of individuals or 
observe areas where a reasonable expectation of privacy exists. 

Video surveillance systems shall not be used in an unequal or discriminatory manner and shall 
not target protected individual characteristics including, but not limited to race, ethnicity, national 
origin, religion, disability, gender or sexual orientation. 

Video surveillance equipment shall not be used to harass, intimidate or discriminate against any 
individual or group. 

Video surveillance systems and recordings are subject to the Berkeley Police Department’s 

Immigration Law Policy, and hence may not be shared with federal immigration enforcement 
officials.  

 
351.5   STORAGE AND RETENTION OF MEDIA 
The cameras should record minimally for one year as guided by Government Code 34090.  
Recordings of incidents involving use of force by a police officer, detentions, arrests, or recordings 
relevant to a formal or informal complaint shall be retained for a minimum of two years and one 
month. Recordings relating to court cases and personnel complaints that are being adjudicated 
will be manually deleted at the same time other evidence associated with the case is purged in 
line with the Department’s evidence retention policy. Any recordings related to administrative or 
civil proceedings shall be maintained until such matter is fully adjudicated, at which time it shall 
be deleted in line with the Department’s evidence retention policy, and any applicable orders from 

the court. 
. 
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Any recordings needed as evidence in a criminal or civil proceeding shall be copied to a suitable 
medium and booked into evidence in accordance with current evidence procedures. 

 

351.5.1   EVIDENTIARY INTEGRITY 
All downloaded and retained media shall be treated in the same manner as other evidence. Media 
shall be accessed, maintained, stored and retrieved in a manner that ensures its integrity as 
evidence, including strict adherence to chain of custody requirements. Electronic trails, including 
encryption, digital masking of innocent or uninvolved individuals to preserve anonymity, 
authenticity certificates and date and time stamping, shall be used as available and appropriate 
to preserve individual rights and to ensure the authenticity and maintenance of a secure 
evidentiary chain of custody. 

 
351.6 RELEASE OF VIDEO IMAGES 
Data collected and used in a police report shall be made available to the public in accordance 
with department policy and applicable state or federal law, also referenced in Policy 1304.8. 

Requests for recorded video images from the public or the media shall be processed in the same 
manner as requests for department public records pursuant to Policy 804. 

Requests for recorded images from other law enforcement agencies shall be referred to the 
Investigations Division Captain, or their designee for release in accordance with a specific and 
legitimate law enforcement purpose. 

Recorded video images that are the subject of a court order or subpoena shall be processed in 
accordance with the established department subpoena process. 

 
351.7 VIDEO SURVEILLANCE AUDIT 
 
The video surveillance software generates a site log each time the system is accessed. The site 
log is broken down by server, device, user or general access. The site log is kept on the server for 
two years and is exportable for reporting. System audits will be conducted by the Professional 
Standards Bureau’s Audit and Inspections Sergeant on a regular basis, at least biennial.  
 
BPD will enforce against prohibited uses of the cameras pursuant to Policy 1010, Personnel 
Complaints or other applicable law or policy. 
 
The audit shall be documented in the form of an internal department memorandum to the Chief of 
Police. The memorandum shall include any data errors found so that such errors can be corrected. 
After review by the Chief of Police, the memorandum and any associated documentation shall be 
placed into the annual report filed with the City Council pursuant to BMC Section 2.99.020 2. d., 
published on the City of Berkeley website in an appropriate location, and retained within 
Professional Standards Bureau. 

 
351.8 TRAINING 
All department members authorized to operate or access video surveillance systems shall receive 
appropriate training. Training should include guidance on the use of cameras, associated 
software, and review of relevant policies and procedures, including this policy. Training should 
also address state and federal law related to the use of video surveillance equipment and privacy. 
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All relevant recordings that are utilized will be collected pursuant to Policy 802, Property and 
Evidence, and retained pursuant to Policy 804 Records and Maintenance.  
 
351.9 MAINTENANCE 

 It shall be the responsibilities of the Public Works Department to facilitate and coordinate any 
updates and required maintenance.  
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Surveillance Use Policy-External Fixed Video 
Surveillance Cameras 
1304.1  PURPOSE 

This policy provides guidance for the use of City of Berkeley external fixed video surveillance 
cameras by the Berkeley Police Department (BPD). This policy only applies to fixed, overt, 
marked external video surveillance systems utilized by the Department. It does not apply to 
mobile audio/video systems, covert audio/video systems or any other image-capturing devices 
used by the Department. 
This Surveillance Use Policy is legally-enforceable pursuant to BMC 2.99. 
 
1304.2  AUTHORIZED USE 
Only BPD members who receive training on this policy, who are then granted access by an 
administrator may access the data from the video surveillance cameras. This data may only 
be accessed to further a legitimate law enforcement purpose. Members must follow the 
necessary logging mechanisms, such as case number and case type when querying the 
database.  
 
Recorded images may be used for a variety of purposes, including criminal or civil 
investigations. The video surveillance system may be useful for the following purposes: 

(a) To prevent, deter and identify criminal activity. 
(b) To address identified areas of criminal activity. 
(c) To respond to critical incidents. 
(d) To assist in identifying, apprehending and prosecuting offenders. 
(e) To document officer and offender conduct during interactions to safeguard the rights 

of the public and officers. 
(f) To augment resources in a cost-effective manner. 
(g) To monitor pedestrian and vehicle traffic activity in order to assist with traffic related 

investigations. 
(h) To document employee, employer, and/or customer conduct during interactions to 

safeguard the employee, employer, and customer from misconduct 
 

 
The following are prohibited uses of the video surveillance system: 

(a) Unauthorized recording, viewing, reproduction, dissemination or retention is 
prohibited. 

 
(b) Video surveillance systems will not intentionally be used to invade the privacy of 

individuals or observe areas where a reasonable expectation of privacy exists. 
 

(c) Video surveillance systems shall not be used in an unequal or discriminatory manner 
and shall not target protected individual characteristics including, but not limited to 
race, ethnicity, national origin, religion, disability, gender or sexual orientation. 

 
(d) Video surveillance equipment shall not be used to harass, intimidate or discriminate 

against any individual or group. 
 

(e) Video surveillance systems and recordings are subject to the Berkeley Police 

Policy 
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Department’s Immigration Law Policy, and hence may not be shared with federal 
immigration enforcement officials.  

 
1304.3  DATA COLLECTION 
The cameras will film and store video on City of Berkeley encrypted servers. License plate 
and facial recognition data hardware is not installed on the cameras. Audio is a standard 
feature of the camera, but is deactivated by the system administrator. The cameras and 
storage devices shall be wholly owned and operated/maintained by the City of Berkeley.  
 
1304.4  DATA ACCESS 
Access to video surveillance cameras data shall be limited to Berkeley Police Department 
personnel utilizing the camera database for uses described above, with technical assistance 
from Public Works personnel. Information may be shared in accordance with 1304.9 below. 
Members seeking access to the video surveillance system shall seek the approval from the 
Investigations Division Captain, or their designee.  

 
 
1304.5  DATA PROTECTION 
All data transferred from the cameras and the servers shall be encrypted. Access to the 
data must be obtained through the Public Works Department. All system access including 
system log-in, access duration, and data access points is accessible and reportable by the 
Public Works Department’s authorized administrator.  All relevant recordings that are 
utilized will be collected pursuant to Policy 802, Property and Evidence, and retained 
pursuant to Policy 804 Records and Maintenance. 
 
1304.6  CIVIL LIBERTIES AND RIGHTS PROTECTION 
The Berkeley Police Department is dedicated to the most efficient utilization of its resources 
and services in its public safety endeavors. The Berkeley Police Department recognizes the 
need to protect its ownership and control over shared information and to protect the privacy 
and civil liberties of the public, in accordance with federal and state law. Provisions of this 
policy, including 1304.4 Data Access, 1304.5 Data Protection, 1304.7 Data Retention, 1304 
.8 Public Access and 1304.9 Third Party Data Sharing serve to protect against any 
unauthorized use of video surveillance camera data. License plate and facial recognition data 
hardware is not installed on the cameras. Audio is a standard feature of the camera, but is 
deactivated by the system administrator. These procedures ensure the data is not used in a 
way that would violate or infringe upon anyone’s civil rights and/or liberties, including but not 

limited to potentially disparate or adverse impacts on any communities or groups.   

1304.7  DATA RETENTION 
The video surveillance camera system should record minimally for one year as guided by 
Government Code 34090. Recordings of incidents involving use of force by a police officer, 
detentions, arrests, or recordings relevant to a formal or informal complaint shall be retained 
for a minimum of two years and one month. Recordings relating to court cases and 
personnel complaints that are being adjudicated will be manually deleted at the same time 
other evidence associated with the case is purged in line with the Department’s evidence 
retention policy. Any recordings related to administrative or civil proceedings shall be 
maintained until such matter is fully adjudicated, at which time it shall be deleted in line with 
the Department’s evidence retention policy, and any applicable orders from the court. All 
data will automatically delete after the aforementioned retention period by the System 
Administrator from Public Works.  

 
 
Any recordings needed as evidence in a criminal or civil proceeding shall be copied to a 
suitable medium and booked into evidence in accordance with current evidence procedures. 
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Surveillance Use Policy-External Fixed Video Surveillance Cameras 

1304.8  PUBLIC ACCESS 
Data collected and used in a police report shall be made available to the public in 
accordance with department policy and applicable state or federal law. 

Requests for recorded video images from the public or the media shall be processed in the 
same manner as requests for department public records pursuant to Policy 804.  
Recorded video images that are the subject of a court order or subpoena shall be 
processed in accordance with the established department subpoena process. 

 
1304.9  THIRD-PARTY DATA-SHARING 
Requests for recorded images from other law enforcement agencies shall be referred to the 
Investigations Division Captain, or their designee for release in accordance with specific and 
legitimate law enforcement purposes.  

 
Data collected from the video surveillance system may be shared with the following: 

(a) The District Attorney's Office for use as evidence to aid in prosecution, in accordance 
with laws governing evidence; 

(b) Other law enforcement personnel as part of an active criminal investigation; 
(c) Recorded video images that are the subject of a court order or subpoena shall be 

processed in accordance with the established department subpoena process 
 
1304.10  TRAINING 
All department members authorized to operate or access video surveillance systems shall 
receive appropriate training. Training should include guidance on the use of cameras, 
associated software, and review of relevant policies and procedures, including this policy. 
Training should also address state and federal law related to the use of video surveillance 
equipment and privacy. 
All relevant recordings that are utilized will be collected pursuant to Policy 802, Property and 
Evidence, and retained pursuant to Policy 804 Records and Maintenance. 
 
1304.11  AUDITING AND OVERSIGHT 
The video surveillance software generates a site log each time the system is accessed. The 
site log is broken down by server, device, user or general access. The site log is kept on the 
server for two years and is exportable for reporting. Video surveillance system audits will be 
conducted by the Professional Standards Bureau’s Audit and Inspections Sergeant on a 
regular basis, at least biennial.  
 
BPD will enforce against prohibited uses of this policy pursuant to Policy 1010, Personnel 
Complaints or other applicable law or policy. 
 
The audit shall be documented in the form of an internal department memorandum 
to the Chief of Police. The memorandum shall include any data errors found so that 
such errors can be corrected. After review by the Chief of Police, the memorandum 
and any associated documentation shall be placed into the annual report filed with the 
City Council pursuant to BMC Section 2.99.020 2. d., published on the City of Berkeley 
website in an appropriate location, and retained within Professional Standards Bureau. 
 
1304.12  MAINTENANCE 
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It shall be the responsibilities of the Public Works Department to facilitate and coordinate any 
updates and required maintenance.  
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SURVEILLANCE CAMERAS  

A. DESCRIPTION  
The Avigilon camera system consists of three main components:  The camera, the server, and a 
remote information management system referred to as the Avigilon Control Center Client 
application (ACC). 

The first component, the Avigilon camera, is a device that incorporates a video recording from 
an image.   The cameras are affixed to City of Berkeley-owned infrastructure including utility 
poles on City streets and parks.  The cameras provide protection to indoor and outdoor spaces 
with high-resolution images of up to 5 MP, a wide field of view, and efficient bandwidth 
management in a compact design without compromising building aesthetics.  Although license 
plate and facial recognition hardware is available, neither was purchased or installed.  Without 
the hardware, these features cannot be activated.  Audio is a standard feature of the camera, 
but will remain deactivated by the authorized administrators of the system.  

 
 

 
 

The second component of the system is the server. Once the Avigilon camera captures the 
imagery, a local device called a server, functions as a repository for the data.  Servers are 
physically secured on City property and video recordings are protected within the City’s 
network.  Servers are designed to store recorded events in real time for secure retrieval and 
analysis.  Recorded videos are transferred from the server’s storage into an information 
management system, Avigilon Control Center (ACC) application.  1.   

 

                                                           
1 https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=200320040AB839 
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The third component is the Avigilon Control Center Client application (ACC) which streamlines 
data management and allows users to access videos on one secure platform. The ACC software 
provides various levels of analytics to sort stored videos faster and is a standard feature. These 
include pixel motion detection of vehicles and people.  Vehicular characteristics are searchable 
by vehicle type and color.  Personal characteristics are searchable by gender (gender is a binary 
search, female of male), hair color, age, and upper and lower body clothing color.  Authorized 
users of the system can only access data stored on a server through the ACC application. The 
ACC application is located on the server and accessed solely through the City’s secured intranet 
by protected login and password.  The application does not allow the authorized administrator 
or system users to alter, manipulate, or edit any of the footage recorded by the server.   

B. PURPOSE 
Surveillance cameras will be utilized for the following business purposes:  

i. To prevent, deter and identify criminal activity. 
ii. To address identified areas of criminal activity. 

iii. To respond to critical incidents. 
iv. To assist in identifying, apprehending and prosecuting offenders. 
v. To document officer and offender conduct during interactions to safeguard the 

rights of the public and officers. 
vi. To augment resources in a cost-effective manner. 

vii. To monitor pedestrian and vehicle traffic activity in order to assist with traffic 
related investigations. 

viii. To document employee, employer, and/or customer conduct during interactions to 
safeguard the employee, employer, and customer from misconduct 

C. LOCATION 
Surveillance cameras encompassed by this report, are located at, or will be installed at, the 
following locations. 

Future Projects: 

• 6th Street at University Avenue 
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• San Pablo Avenue at University Avenue 

• 7th Street at Dwight Way 

• San Pablo Avenue at Dwight Way 

• 7th Street at Ashby Avenue 

• San Pablo Avenue at Ashby Avenue 

• Sacramento Street at Ashby Avenue 

• College Avenue at Ashby Avenue 

• Claremont Avenue at Ashby Avenue 

• 62nd Street at King Street 

  Completed Projects: 

• San Pablo Park 

• City of Berkeley Marina 

• Transfer Station 

D. IMPACT 
The primary intent of these cameras is to deter and address crime in the City of Berkeley.  The 
Public Works Department will work to ensure that the video recordings are secured and only 
accessible to authorized personnel.  The right to maintain someone's anonymity versus the need 
to collect information to maintain public safety is of paramount concern.  The Department 
recognizes that all people have a right to privacy and is committed to protecting and 
safeguarding civil rights by adhering to the strictest requirements concerning the release of 
video recordings.  There should not be any impact on anyone's civil liberties or civil rights.  The 
camera system lacks the hardware to conduct license plate reader or facial recognition 
technology.  Audio is a standard feature of the cameras, but will remain deactivated by the authorized 
administrators of the system.  Staff is explicitly prohibited from using any facial recognition 
technology as outlined in BMC 2.99.  

The Public Works Department will ensure responsible data management, transparency, and 
accountability including the posting of video surveillance notices. 
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E. MITIGATION 
In order to minimize violations of privacy, data shall be maintained in a secure, non-public 
accessible location, such locations require specialized system access including a dedicated 
password and log in.  Data will be obtained or released in accordance with the use policy. Data 
will not be used to unlawfully discriminate against people based on race, ethnicity, political 
opinions, religious or philosophical beliefs, trade union membership, gender identity, disability 
status, sexual orientation or activity, or genetic and/or biometric data. Additionally, the 
Department will not use the camera surveillance system to scan footage and identify individuals 
based on any of the categories listed in the preceding sentence.   

Employees are prohibited from retaining, duplicating, or distributing video recordings except 
for departmental business purposes in accordance with the use policy. 

F. DATA TYPES AND SOURCES 
The surveillance camera system's use is limited to capturing non-audio, video recordings on 
affixed City buildings, including utility poles on streets and within park boundaries.  The Camera 
Surveillance system collects video recordings in high-resolution imagery that is stored securely 
on a local server and accessible by authorized users on the ACC application.   As video images 
are recorded, the ACC application automatically stamps the video with the current date/time 
and the camera's identity.    

G. DATA SECURITY 
External users will not have access to the ACC application.  The authorized administrator and 
designated staff will have access to video recordings.  To gain system access, staff must obtain 
approval from system management.  Authorized users will access the ACC application via a 
single sign-on and password administered by Information Technology.  All system access 
including system log-in, access duration, and data access points is accessible and reportable by 
the Public Works authorized administrator. The application prohibits the authorized 
administrator and users from altering, manipulating, tampering, or editing video recordings.  

The Public Works Director or his/her designee shall appoint a member of the department as the 
authorized administrator to coordinate the use and maintenance of the Surveillance Camera 
system and the storage of recordings, including: 

1. Establishing a system for downloading, storing, and securing of recordings. 
2. Designating persons responsible for downloading recorded data. 
3. Establishing a maintenance system to ensure the working order of surveillance cameras.  
4. Monitoring the system to prevent tampering, deleting, and copying recordings. 
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5. Working in alignment with the State of California record retention policy, AB 839 to 
ensure an appropriate retention schedule is being applied to recordings and associated 
documentation. 

6. Maintaining an audit trail record for all access to video recording files, wherein access 
information for each file is logged using a secure log-in system.  The ACC application 
associates an audit trail record with each user access information, thereby logging the 
date, time, user name, and activity occurring during each video recording file access.  

H. FISCAL COST 
Costs for future projects listed in Section C of this report are unknown at this time. Future 
costs will depend on additional maintenance, equipment, and parts.   Ongoing costs include 
associated staff time relative to the system administrator’s role of administering and 
maintaining the surveillance camera program. All cameras are purchased and wholly owned 
and operated by City of Berkeley.  

 

Initial Purchase Costs: 

San Pablo Park: $64,829.46 – 1 server and 21 camera views  
Zero Waste Transfer Station – Weigh Station: $15,962.35 – 1 server and 10 camera views 
Marina: $106,620.14 – 2 servers and 45 camera views 
 
Ongoing Costs:  
 
Personnel, maintenance, and other ongoing costs, including compliance and other reporting 
and oversight requirements - $13,443.20  per year.   

I. THIRD PARTY DEPENDENCE AND ACCESS 
All Camera Surveillance data is accessed by a secure network login and password and stored on 
servers maintained by the Department of Information Technology.  There is no third-party 
dependence or external access to information other than the ACC is a proprietary technology 
which requires all the components to be Avigilon. 

J.  ALTERNATIVES 
The City can decide to rely on traditional policing techniques as a method for addressing crime 
such as deploying sworn officers to patrol City buildings and parks.   

There is a broad consensus – among the community– that surveillance cameras can be an 
important tool for deterring criminal activities. 
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K. EXPERIENCE OF OTHER ENTITIES 
Neighboring cities including San Francisco, Oakland, and San Jose have adopted the use of 
Surveillance Cameras as a tool for reducing crime on city streets and parks.  Many cities have 
developed their own usage policies which may include standards for use, data retention 
standards, and system controls.  
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Unmanned Aerial System (UAS) Operations 
611.1 PURPOSE AND SCOPE 
The purpose of this policy is to establish guidelines for the use of an unmanned aerial system 
(UAS) and for the storage, retrieval and dissemination of images and data captured by the UAS. 

 
611.1.1 DEFINITIONS 
Definitions related to this policy include: 

Unmanned Aerial System (UAS) - An unmanned aircraft of any type that is capable of sustaining 
directed flight, whether preprogrammed or remotely controlled (commonly referred to as an 
unmanned aerial vehicle (UAV)), and all of the supporting or attached systems designed for 
gathering information through imaging, recording or any other means. 

 
611.2 POLICY 
Unmanned aerial systems may be utilized for the purpose of enhancing the department's mission of 
protecting lives and property by enabling remote surveillance and monitoring in the situations 
specified in 611.5 below when other means and resources are not available or are less effective. 
Any use of a UAS will be in strict accordance with constitutional and privacy rights and Federal 
Aviation Administration (FAA) regulations. All uses of the UAS shall be reported in compliance 
with the Surveillance Technology Ordinance, BMC 2.99. 

 
611.3 PRIVACY 
The use of the UAS potentially involves privacy considerations. Absent a warrant or exigent 
circumstances, operators and observers shall adhere to FAA altitude regulations and shall not 
intentionally record or transmit images of any location where a person would have a reasonable 
expectation of privacy (e.g., residence, yard, enclosure). Operators and observers shall take 
reasonable precautions to avoid inadvertently recording or transmitting images of areas where 
there is a reasonable expectation of privacy. Reasonable precautions can include, for example, 
deactivating or turning imaging devices away from such areas or persons during UAS operations. 

 
611.4 PROHIBITED USE 
The UAS video surveillance equipment shall not be used: 

• To conduct random surveillance activities. 

• To target a person based solely on actual or perceived characteristics, such 
as race, ethnicity, national origin, religion, sex, sexual orientation, gender identity or 
expression, economic status, age, cultural group, or disability. 

• To harass, intimidate, or discriminate against any individual or group. 

• To conduct personal business of any type. 

The UAS shall not be weaponized. 

Policy 
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611.5 AUTHORIZED USE 
The use of a UAS shall only occur as the result of a mutual assistance request, and no BPD 
personnel will be allowed to operate a UAS. UAS may only be requested for the purpose of remote 
surveillance and monitoring in the following specified situations: 

(a) Mass casualty incidents (e.g. large structure fires with numerous casualties, mass 
shootings involving multiple deaths or injuries); 

(b) Disaster management; 

(c) Missing or lost persons; 

(d) Hazardous material releases; 

(e) Sideshow events where many vehicles and reckless driving is present; 

(f) Rescue operations; 

(g) Training; 

(h) Hazardous situations which present a high risk to officer and/or public safety, to 
include: 

i. Armed suicidal persons; 

ii. Hostage situations; 

iii. Barricaded suspects; 

(i) Arrest of armed and/or dangerous persons 

(j) Service of high-risk search and arrest warrants involving armed and/or dangerous 
persons 

(k) Other unforeseen exigent circumstances. 
Unmanned Aerial Systems shall only be utilized for law enforcement purposes. 
 
611.6 REQUEST PROCESS 
Pursuant to BMC 2.99, the Surveillance Technology Ordinance governing the use of drones, the 
following steps must occur to seek permission to temporarily use a drone. The requests shall be 
made to the City Manager via the Chain of Command, as follows: 

(a) All requests shall be routed to the Watch Commander, if they are not available, the 
Duty Command Officer (DCO) 

(b) The Watch Commander or DCO should contact the Chief of Police, or the Acting Chief 
of Police in his/her absence. 

(c) The Chief of Police, Acting Chief of Police, or in exigent circumstances the DCO shall 
obtain approval from the City Manager authorizing the use of a Drone. The City 
Manager is responsible for logging the use and ensuring the notifications and reporting 
requirements are met pursuant to BMC 2.99.040. 

 
611.7 RETENTION OF UAS DATA 

If available, any data collected by the use of a UAS should be purged by BPD within 60 days if 
it doesn't contain any data of evidentiary value. If the data has evidentiary value, it should be 
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uploaded into BPD's evidence database and kept pursuant to the established retention guidelines 
set forth in policy 804-Records Maintenance and Release. 
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Surveillance Use Policy-Unmanned Aerial 
System (UAS) 
1303.1  PURPOSE 
The purpose of this policy is to establish guidelines for the use of an unmanned aerial system 
(UAS) and for the storage, retrieval and dissemination of images and data captured by the UAS. 

 
1303.2  AUTHORIZED USE 
The use of a UAS shall only occur as the result of a mutual assistance request, and no BPD 
personnel will be allowed to operate a UAS. UAS may only be requested for the purpose of remote 
surveillance and monitoring in the following specified situations: 

(a) Mass casualty incidents (e.g. large structure fires with numerous casualties, mass 
shootings involving multiple deaths or injuries); 

(b) Disaster management; 

(c) Missing or lost persons; 

(d) Hazardous material releases; 

(e) Sideshow events where many vehicles and reckless driving is present 

(f) Rescue operations; 

(g) Training; 

(h) Hazardous situations which present a high risk to officer and/or public safety, to 
include: 

i. Armed suicidal persons; 

ii. Hostage situations; 

iii. Barricaded suspects; 

(i) Arrest of armed and/or dangerous persons 

(j) Service of high-risk search and arrest warrants involving armed and/or dangerous 
persons 

(k) Other unforeseen exigent circumstances 

Unmanned Aerial Systems shall only be utilized for law enforcement purpose. 
 
1303.3  DATA COLLECTION 
If equipped, it shall be the request on all BPD deployments that the “video recording only” function 
of the UAS be activated whenever the UAS is deployed, and deactivated whenever the UAS 
deployment is completed. The UAS operator will rely on SD Cards for video recordings. 

Policy 
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1303.4  DATA ACCESS 
Access to UAS data shall be limited to Berkeley Police Department (BPD) personnel and the 
mutual assistance agency, in connection with an active investigation. Information may be shared 
in accordance with 1303.9 below. It shall be at the discretion of the Commander or senior supervisor 
to discern which members have a need to know, and limit access to those members. BPD is prohibited 
from selling any data obtained from the UAS. 

 
1303.5  DATA PROTECTION 
Whenever feasible, the data from the UAS should be encrypted by the vendor or operator. The 
data should only be accessible to BPD personnel who have been granted security access. 

 
1303.6  CIVIL LIBERTIES AND RIGHTS PROTECTION 
The Berkeley Police Department is dedicated to the most efficient utilization of its resources and 
services in its public safety endeavors. The Berkeley Police Department recognizes the need to 
protect its ownership and control over shared information and to protect the privacy and civil 
liberties of the public, in accordance with federal and state law. The procedures described within 
this policy (Data Access, Data Protection, Data Retention, Public Access and Third-Party Data 
Sharing) protect against the unauthorized use of Unmanned Aerial Systems (UAS). These 
procedures ensure the data is not used in a way that would violate or infringe upon anyone's civil 
rights and/or liberties, including but not limited to potentially disparate or adverse impacts on any 
communities or groups. 

 
1303.7  DATA RETENTION 
If available, any data collected by the use of a UAS should be purged by BPD within 60 days 
if it doesn't contain any data of evidentiary value. If the data has evidentiary value, it should be 
uploaded into BPD's evidence database and kept pursuant to the established retention guidelines 
set forth in policy 804-Records Maintenance and Release. 

 
1303.8  PUBLIC ACCESS 
UAS data which is collected and retained under this policy is considered a "law enforcement 
investigatory file" pursuant to Government Code § 6254, and shall be exempt from public 
disclosure. UAS data which is retained pursuant to this policy shall be available via public records 
request pursuant to applicable law regarding Public Records Requests as soon as the criminal or 
administrative investigation has concluded and/or adjudicated. 

 
1303.9  THIRD-PARTY DATA-SHARING 
Data collected from the UAS may be shared with the following: 

(a) The District Attorney's Office for use as evidence to aid in prosecution, in accordance 
with laws governing evidence; 

(b) Other law enforcement personnel as part of an active criminal investigation; 

(c) Other third parties, pursuant to a Court Order or Search Warrant. 

Page 35 of 222

Page 43



Copyright Lexipol, LLC 2022/11/07, All Rights Reserved. 
Published with permission by Berkeley Police Department ***DRAFT*** Surveillance Use Policy-Unmanned Aerial 

System (UAS) - 3 

Berkeley Police Department 
Law Enforcement Services Manual 

Surveillance Use Policy-Unmanned Aerial System (UAS) 

   

 

 
 

1303.10  TRAINING 
The use of a UAS shall only occur as the result of a mutual assistance request, and no BPD 
personnel will be allowed to operate a UAS. All BPD personnel shall be provided with this 
Surveillance Use Policy. BPD recognizes that the assisting agency will need to satisfy their 
respective training requirements to operate the UAS, however BPD personnel shall follow this 
policy and all relevant policies, including Records Management, Policy 804 while access or 
retaining any of the captured data from the UAS.  

 
1303.11  AUDITING AND OVERSIGHT 
Division Captains or their designee shall ensure compliance with this Surveillance Use Policy. 

The security and integrity of the Surveillance Technology and collected information will be 
completed in the form of a random biennial audit of the uses from the Audit and Inspection's 
Sergeant. This audit will be routed to the Captain of Professional Standards Bureau and the Chief 
of Police for review. 

Intentional violation of this policy may serve as grounds for disciplinary action pursuant to Policy 
1010, Personnel Complaints.   

 
1303.12  MAINTENANCE 
UAS's will only be used in a mutual assistance request, and thereby must be obtained from the 
City Manager via the Chain of Command. All UAS maintenance shall be conducted by the owner/ 
operator of the device consistent with all other mutual assistance response agreements. 
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UNMANNED AERIAL SYSTEM (UAS) 
A. DESCRIPTION 

 
An Unmanned Aerial System (UAS) is an unmanned aircraft of any type that is capable 
of sustaining directed flight, whether pre-programmed or remotely controlled and all of 
the supporting or attached components designed for gathering information through 
imaging, recording, or any other means. Generally, a UAS consists of:  

● An unmanned aircraft which consists of the chassis with several propellers for 
flight, radio frequency and antenna equipment to communicate with a remote-
control unit, control propellers and other flight stabilization technology (e.g. 
accelerometer, a gyroscope), a computer chip for technology control, a camera 
for recording, and a digital image/video storage system for recording onto a 
secure digital card (SD card);  

 
● A remote-control unit that communicates with the unmanned aircraft via radio 
frequency; and  

 
● A battery charging equipment for the aircraft and remote control.  

 
UAS are controlled from a remote-control unit (similar to a tablet computer). Wireless 
connectivity lets pilots view the UAS and its surroundings from a bird's-eye perspective.  
UAS have cameras so the UAS pilot can view the aerial perspective. UAS record image 
and video data onto a secure digital (SD) memory cards. SD cards can be removed from 
UAS after flights to input into a computer for evidence. 

B. PURPOSE 
UAS offer to significantly improve the capacity of law enforcement (LE) to provide a 
variety of foundational police services. This technology has already been used with many 
law enforcement agencies to save lives and help capture dangerous criminal suspects. 
UAS can support first responders in hazardous incidents that would benefit from an 
aerial perspective.  

Responding to violent crime in Berkeley often requires officers to face risks to their safety 
– in addition to the clear risks faced by members of the public when violent crime is 
present. From 2018 to 2022, the yearly average number of shootings has doubled. In 
2021 Berkeley had 265 robberies, 210 aggravated assaults, 57 sexual assaults, and 118 
firearms recovered.  

Technology such as UAS can play a vital role in mitigating these omnipresent dangers, 
by providing a greater view into the immediate surroundings of crime scenes and active 
pursuits. The use of a UAS is also in line with the Department’s philosophy around de-
escalation, as this tool can provide greater time and distance, which are the critical 
components in offering officers the greatest likelihood of a peaceful, or less violent 
resolution.  
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Searches for armed and dangerous suspects are more effective and controlled with UAS 
support; an armed suspect can be hiding in a tree or on a roof. LE can respond 
accordingly and more safely when provided with this critical information (see Section #10 
below “Alternatives Considered” for more information on how UAS compares to 
alternatives for situational awareness). More informed responses also lead to less injury 
and less uses of force. 

LE agencies have successfully used UAS to locate missing persons, especially in more 
remote areas – as well as for rescue missions. UAS is also being used during disasters 
and during any hazardous material releases. The situational awareness UAS provides 
has also become an important tool for large events (e.g. sport events, parades, and 
festivals); the aerial view provides information that would otherwise require a much 
larger deployment of LE personnel to maintain the same level of public safety support. 
Furthermore, smaller UAS can be equipped with a loud speaker to communicate (e.g. 
hostage situations/providing verbal commands and directions to the subject). 

BPD must seek approval from the City Manager prior to any use. BPD may then make a 
mutual assistance request to ACSO for their UAS. This approval process could be rapid 
or take several hours depending if their resources are deployed elsewhere, and there is 
no guarantee that the equipment will be available. 

C. LOCATION 
BPD proposes to use UAS as outlined in policy 611- Unmanned Aerial System (UAS), 
and further guided by policy 1303-Surveillance Use Policy Unmanned Aerial System 
(UAS). BPD proposes to only use UAS as the result of a mutual assistance request, and 
no BPD personnel will be allowed to operate a UAS.   

UAS may only be requested for the following specified situations: 

a. Mass casualty incidents (e.g. large structure fires with numerous casualties, mass 
shootings involving multiple deaths or injuries); 

b. Disaster management; 
c. Missing or lost persons; 
d. Hazardous material releases; 
e. Sideshow events where many vehicles and reckless driving is present; 
f. Rescue operations; 
g. Training; 
h. Hazardous situations which present a high risk to officer and/or public safety, 

to include: 
i. Barricaded suspects; 
ii. Hostage situations; 
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iii. Armed suicidal persons; 
i. Arrest of armed and/or dangerous persons 
j. Service of high-risk search and arrest warrants involving armed and/or dangerous 

persons 
k. Other unforeseen exigent circumstances 

Unmanned Aerial Systems shall only be used for law enforcement purposes.  
Potentially, UAS could be deployed in any location in the City of Berkeley where one or 
more of the above situations occur and where the proper authorizations are provided. 
Fortunately, several of these situations rarely occur – but some do occur regularly, such 
as arresting armed/dangerous person. BPD occasionally arrests individuals for violent 
homicides, shootings, robberies, violent sexual assaults, and other crimes– UAS can 
provide situational awareness in all of these critical incidents to provide a greater level of 
safety for officers, as well as for nearby civilians 

D. IMPACT 
BPD recognizes that the use of UAS raises privacy concerns. UAS are becoming 
ubiquitous in the United States, and there is a growing concern that people can be 
surveilled without notice or reason. There is concern that UAS can be utilized to 
observe people in places, public or private, where there is an expectation of privacy. 
The level of potential privacy impact depends upon factors such as flight elevation 
and camera zoom magnitude, as well as where the UAS is flown. 
The results of the research study titled, “Mission-based citizen views on UAV usage 
and privacy: an affective perspective1,” published in February 2016 found that 
people’s perceptions of how UAS impacts privacy relate to use type. The 
researchers from College of Aeronautics, Florida Institute of Technology, and the 
Aeronautical Science at Embry-Riddle Aeronautical University (ERAU), College of 
Aviation UAS Lab found that people tend to be less concerned about police UAS use 
when the technology is only used for specific uses - “concerns for privacy were less 
in the condition where the UAV was only used for a specific mission than when it was 
operated continuously.” Policy 611 and 1303 provide strict acceptable guidelines, 
and Authorized Uses which explains when BPD personnel can request the use of a 
UAS for specific missions. 
 
E. MITIGATION 
BPD’s policy 611 restricts BPD’s use of UAS in several ways to promote greater privacy 
protections. 

                                                           
1 https://www.nrcresearchpress.com/doi/abs/10.1139/juvs-2015-0031#.XkHEAWhKiUl 
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BPD will only request use UAS for specific missions rather than operating continuously, 
mitigating concerns raised in the February 2016 study cited above. 

Policy 611 and 1303. Authorized Use lists the only allowable uses of UAS (e.g. mass 
casualty incidents, disaster management, missing or lost persons, hazardous material 
releases, sideshow events where many vehicles and reckless driving is present, rescue 
operations, training, hazardous situations which present a high risk to officer and/or 
public safety to armed suicidal persons, hostage situations, barricaded suspects, arrest 
of armed and/or dangerous persons, service of high risk search and arrest warrants 
involving armed and/or dangerous persons, and other unforeseen exigent 
circumstances). Policy 611 also articulates the Request Process which indicates the 
approval must come from the City Manager via the Chain of Command for all use 
approvals. 

The Federal Aviation Administration (FAA) sets strict flight regulations for all UAS users, 
including for law enforcement. The FAA provides two law enforcement options for 
creating acceptable UAS under 14 Code of Federal Regulation (CFR) part 107, subpart 
E, Special Rule for Model Aircraft; the agency can designate individual members to earn 
FAA drone pilot certificates and fly under the rules for small UAS, or receive a FAA 
certificate to function as a “public aircraft operator” to self-certify agency drone pilots and 
drones. Either way, these options allow for BPD to use systems under 55 pounds, for 
flying at or below 400 feet above ground level. Absent an emergency situation warranting 
a FAA COA/Part 107 waiver- permitted law enforcement response, law enforcement is 
also restricted from using UAS to fly over or near the following locations: 

• Stadiums and Sporting Events; 
• Near Airports; and 
• Emergency and Rescue Operations (wildfires and hurricanes). 

Policy 611 “Privacy Considerations,” outlines several other protocols for mitigating 
against privacy abuse: 

BPD UAS mutual assistance personnel must adhere to FAA altitude guidelines – flying 
below 400 feet helps to ensure that UAS is not used for surveilling overly large 
geographic areas; BPD will use UAS to focus on specific areas. 

BPD UAS operators shall not intentionally record or transmit images of any location 
where a person would have a reasonable expectation of privacy (e.g. residence, yard, 
enclosure, place of worship, medical provider’s office). 

Mutual assistance operators and observers shall take reasonable precautions, such as 
turning imaging devices away, to avoid inadvertently recording or transmitting images of 
areas where there is a reasonable expectation of privacy. 
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Policy 611 “Prohibited Use” explains that: 

UAS shall not be used for the following activities: 

• To conduct random surveillance activities. 
• To target a person based solely on individual characteristics, such as, but not 

limited to race, ethnicity, national origin, religion, disability, gender or sexual 
orientation when not connected to actual information about specific individuals 
related to criminal investigations; 

• For the purpose of harassing, intimidating, or discriminating against any individual 
or group; or 

• To conduct personal business of any type. 
 

BPD is prohibited from weaponizing any UAS.  

F. DATA TYPES AND SOURCES 
UAS will record using industry standard file types such as (e.g. jpeg, mov, mp4, 
wav or RAW). Such files may contain standard color photograph, standard color 
video, or other imaging technology such as thermal. Although UAS can transmit 
one-way audio from the operator, the UAS technology available today does not 
currently record sound. 

 

G. DATA SECURITY 
BPD takes data security seriously and safeguards UAS data by both procedural and 
technological means. The video recording function of the UAS shall be activated 
whenever the UAS is deployed. Video data will be recorded onto Secure Digital (SD) 
Cards. Any data collected by the use of a UAS should be kept by BPD minimally for 60 
days. The data should be uploaded into BPD’s evidence database and kept pursuant to 
the established retention guidelines set forth in policy 804-Records Maintenance and 
Release.  

 
H. FISCAL COST 
The only costs will be staff time, since at this time BPD is only proposing this acquisition 
for the purposes of leveraging our neighboring agencies UAS during the proposed policy 
guidelines.  Use of UAS by neighboring agencies in a mutual assistance scenario will not 
result in additional costs to the City.  

I. THIRD-PARTY DEPENDENCE AND ACCESS 
BPD is primarily reliant upon the Alameda County Sheriff’s Office (ACSO) and Oakland 
Police Department when exigent circumstances occur that warrant UAS requests. BPD 
requested and received UAS support from ACSO two times in 2021/2022. 
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BPD proposes that any data collected from the UAS may be shared with the following: 

The District Attorney's Office for use as evidence to aid in prosecution, in accordance 
with laws governing evidence; 
Other law enforcement personnel as part of an active criminal investigation; 
Other third parties, pursuant to a Court Order or Search Warrant. 

 

J. ALTERNATIVES 
In some instances, BPD could rely on requesting the assistance of an outside agency’s 
helicopter, which cause significant carbon emissions, especially when considering the 
footprint of a UAS.  

Another alternative is the deployment of additional police resources. The inherent 
problem with this alternative is that this may be counterproductive to the Department’s 
philosophy on de-escalation as it reduces the Department’s ability to leverage time and 
distance to reduce the likeliness of a physical or violent confrontation.  

K. EXPERIENCE OF OTHER ENTITIES 
Currently, in Alameda County, the following cities have UAS programs, The Alameda 
County Sheriff’s Office, the Oakland Police Department, Fremont Police Department, 
Hayward Police Department, and Newark Police Department. At the time of publication, 
the author had not received a response from Oakland and Fremont Police Departments.  

Alameda County Sheriff’s Office 

A Alameda County Sheriff’s Office representative indicated the only financial burden is 
the changing technology every 12-18 months, including improved batteries and cameras 
that require possible updates. 

In 2015 when the Sheriff’s Office proposed the use of UAS’ to the Board of Supervisors, 
several community groups expressed opposition due to the fear of an invasion of privacy 
and spying on the public. Since the approval by the Board of Supervisors, ACSO created 
a website for the public to voice their complaints. As of January 2023, they have 
received one complaint from a community member in Alameda County. That specific 
complaint was deemed not relate to ACSO UAS.  

No community costs. No unintended video was captured, and if it was, it would be 
deleted per their policy. 

Successes in their program were described as follows: 

1) Community and Officers are Safer 
2) UAVs contributed to the arrest of fleeing suspects  
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3) Reported Missing Person suffering from a Health Condition (Alzheimer’s) have been 
located 

4) Documenting crime scenes are conducted more efficiently and conducted in a 
shorter time 

  

No noted failures to date from the program that were reported to Berkeley Police 
Department.  

Hayward Police Department 

Hayward Police Department did not have any unintended financial burdens.  Their initial 
drone purchase (4 drones) was budgeted, and they also have a CIP (Capitol 
Improvement Budget) item where every three years they get $50,000 to purchase new 
drones as new equipment becomes available or just as a replacement plan. 

Hayward Police Department did not report any unintended community costs or backlash. 
Hayward Police Department reported that since the program began, it’s paid dividends 
past what they thought it would.  For instance, a lieutenant with Hayward Police 
Department stated that several drone deployments have resulted in a significant risk 
reduction when trying to stabilize potentially critical incidents.   

Hayward Police Department held two community meetings (separate from the council 
sessions) and had an outside agency bring a done, and they included an educational 
training for all persons who attended.  This is believed to have mitigated many issues 
(and educated the city council members as well), which addressed many of the initial 
concerns.  Hayward Police Department also worked closely with ACSO to craft their 
policy and create their program. Hayward Police Department has deployed their UAS 
approximately 75 times since March of 2022 with 0 citizen complaints.    

 

Newark Police Department 

Newark Police Department reported no unintended financial burdens associated with the 
UAS. Newark Police Department spent $1,200 to purchase a drone from BestBuy, which 
came from their organization’s operating funds. Newark Police Department obtained a 
grant which funded the purchase of three additional drones at a cost of $30,000. 

Newark Police Department has not had any unintended community costs or backlash. 
Newark Police Department has a community academy in which the Department provides 
training on the program and the uses associated with the UAS.  
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Newark Police Department reported that the program had the unintended benefit of 
working more closely with ACSO and Fremont, garnering a better working relationship 
which was unanticipated.  

Newark Police Department used many of the processes that ACSO used in creating 
their UAS program.  Newark Police Department relied heavily on the policies and 
practices developed by Alameda County Sheriff’s Office due to their very robust input 
from various stakeholders. This helped create a solid foundation they could build upon. 
From this, they have succeeded in the creation and implementation of their UAS 
program.  
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Friday, March 10, 2023 

 

Via Electronic Transmittal  

Interim Chief Jennifer Louis  
Berkeley Police Department  
2100 Martin Luther King Jr. Way  
Berkeley, CA 94704 

Re: Fixed Video Surveillance Cameras 

 

Dear Interim Chief Jennifer Louis: 

The Police Accountability Board (PAB) would like to provide its recommendations on the 

proposed policies1 regarding fixed video surveillance cameras being considered by the 

Berkeley Police Department. As mandated by Berkeley Municipal Code Section 2.99 

"Acquisition and Use of Surveillance Technology," specifically section 2.99.030.2, the 

PAB conducted a review of the proposed policies and voted to provide the attached report 

at their March 8th, 2023 special meeting. 

The PAB brings to your attention several points. First, these policies state that the 

surveillance cameras are to be used for “a variety of purposes”, which appears to be 

inconsistent with the Council’s intent to use the cameras “solely for the purpose of solving 

criminal investigations”, as passed in their budget referral and adoption in 2021. Second, 

because the two use policies provided to the PAB appear to be duplicative, the PAB 

recommends that to avoid confusion the Department make it clear what the intended 

purpose of each policy is. Thirdly, several sections of these policies are ambiguous and 

require further clarification. Lastly, the data retention policies should be further elaborated 

                                                           
1 BPD Draft Policy 351 “External Fixed Video Surveillance Cameras” & Policy 1304 “Surveillance Use 

Policy – External Fixed Video Surveillance Cameras” 
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to provide additional clarity on the proposed uses of the data. For more information, 

please refer to the attached report. 

The PAB understands the importance of maintaining public safety and does not wish to 

limit the effectiveness of the BPD in ensuring the safety of the community. We strive to 

balance the needs of public safety with the protection of civil liberties and privacy. We 

hope that by addressing the aforementioned points, we can work together to maintain a 

safe and secure environment for all members of the Berkeley community while respecting 

their rights and privacy.  

Sincerely, 

Police Accountability Board 

 

cc:  Honorable Mayor & Members of the Berkeley City Council 
City Manager 

 

Attachments: PAB POLICY REVIEW REPORT  
BPD Draft Policies 351 & 1304:  
External Fixed Video Surveillance Cameras & Surveillance Use Policy - 
External Fixed Video Surveillance Cameras 
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Police Accountability Board 

& 
Office of the Director of 
Police Accountability 

 

POLICY REVIEW REPORT 

BPD Draft Policies 351 & Policy 1304: 

“External Fixed Video Surveillance Cameras” & “Surveillance Use Policy – External 

Fixed Video Surveillance Cameras” 

Date of Report: March 10, 2023 

 

Summary Review: 

The Police Accountability Board (PAB) has reviewed these policies and notes several 

primary points. First, these policies state that the surveillance cameras are to be used for 

“a variety of purposes”, which appears to be inconsistent with the Council’s intent to use 

the cameras “solely for the purpose of solving criminal investigations”, as passed in their 

budget referral and adoption in 2021. Second, because the two use policies provided to 

the PAB appear to be duplicative, the PAB recommends that to avoid confusion the 

Department make it clear what the intended purpose of each policy is.  

Background:  
On February 8th, 2023, in compliance with the BMC Section 2.99.030.2, Interim Chief 

Louis presented to the Police Accountability Board (PAB) a triad of documents for their 

review. A Surveillance Technology Acquisition Report, which was crafted by the Public 
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Works Department, was accompanied by two proposed policies, Policy 351 entitled 

"External Fixed Video Surveillance Cameras," and Policy 1304 entitled "Surveillance Use 

Policy - External Fixed Video Surveillance Cameras," both of which were drafted by the 

Berkeley Police Department (BPD). Please refer to Attachment 1, which includes a copy 

of the Surveillance Technology Acquisition Report, as well as the proposed policies.   

The acquisition report and proposed policies state that the cameras will serve several 

business purposes that will include, but not be limited to: the prevention, deterrence, and 

identification of criminal activity; the addressing of areas of criminal activity; and the 

response to critical incidents. Additionally, the cameras will assist in identifying, 

apprehending, and prosecuting offenders, documenting officer and offender conduct 

during interactions to safeguard the rights of the public and officers, cost-effectively 

augmenting resources, monitoring pedestrian and vehicle traffic activity to aid traffic-

related investigations, and documenting employee, employer, and/or customer conduct 

during interactions to protect them from any potential misconduct. See Attachment 1. 

However, these proposed uses of surveillance cameras—which are not inclusive of all 

possible uses—may be inconsistent with the implied purpose seen throughout the 

procedural history of these policies.  

On October 12, 2021, Councilmember Taplin and Councilmember Kesarwani presented 

a budget referral to the City Council for "Security Cameras in the Public Right of Way at 

Intersections Experiencing Increased Violent Crime, and Environmental Safety 

Assessment of High Crime Areas." The presented recommendation aimed to deter gun 

violence and obtain evidence to solve criminal investigations, with an understanding that 

the cameras would not be used for any type of surveillance purposes. The 

recommendation was approved with revisions that included referring to the City Manager 

to develop a use policy for the security cameras, based on active investigations only and 

including a data retention schedule. Staff was also required to provide the council with an 

off-agenda memo commemorating the use policy, and the locations of the cameras would 

be based on calls-for-service data, with a list of locations brought to the council and 

referred to the AA01 budget process. See attachment 2 for a copy of the consent item 20 
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with Council actions from the October 12, 2021, City Council regular meeting and the 

relevant supplemental material. 

On December 14, 2021, the City Council voted to adopt the budget recommendations 

that included the proposal for security cameras in certain locations. However, funding for 

the cameras was made conditional on the development and implementation of a Use 

Policy before their deployment and siting in District 1, District 2, and District 8 locations 

as proposed by the Police Department and at 62nd & King (District 3). The policy was set 

to be adopted administratively and presented to the City Council as an off-agenda memo. 

See attachment 3 for a copy of the action item with Council actions from the December 

14, 2021, City Council regular meeting. City Manager Dee Williams-Ridley presented an 

off-agenda memorandum to Council on January 25, 2022, providing an early version of 

Policy 351. See attachment 4 for a copy of that memorandum.  

The PAB has thoroughly examined all pertinent materials, and procedural history relating 

to the development of these policies and conducted independent research to present 

recommendations to the City Council and City Manager about the proposed policies of 

the Berkeley Police Department (BPD). 

Recommendation: 

The PAB recommends that the BPD revise the proposed policies to align with the initial 

scope of the budget referral, as well as the conditions placed by the City Council when 

the budget referral was approved. This will involve implementing changes such as 

clarifying language and limiting use to the intended purpose. In addition to these changes, 

the PAB recommends that to avoid confusion the Department make it clear what the 

intended purpose of each policy is and clearly define which policy is intended for internal 

training purposes and which is intended to ensure compliance with BMC 2.99.  

Reasoning:  
In developing its recommendation, the PAB considered the following: 
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The misalignment between the proposed policies and the City Council’s intended 

Direction  

Upon careful analysis of the proposed policies, the PAB determined that the language 

included within these policies is not reflective of the Council’s original intent when 

approving the budget for these cameras. Policy 351 and Policy 1304 state that “recorded 

images may be used for a variety of purposes, including criminal or civil investigations.” 

Among the potential uses, the policies note that the video images may be used “to 

document officer and offender conduct during interactions to safeguard the rights of the 

public and officers,” “to augment resources in a cost-effective manner,” “to monitor 

pedestrian and vehicle traffic related to investigations,” and “to document employee, 

employer, and/or customer conduct during interactions to safeguard the employee, 

employer, and customer from misconduct.” See attachment 1, proposed policy 351 

section 351.3.1, and proposed policy 1304 section 1304.2. The proposal made by 

Councilmembers Taplin and Kesarwani made it clear that these cameras would be “used 

solely to solve criminal investigations.” The proposed application of these cameras by the 

BPD is not in alignment with the Council's original objective of restricting their use as a 

crime deterrent and solely for solving ongoing criminal investigations. See attachment 2, 

the revised agenda material for supplemental packet 1 of the Council’s October 12, 2021, 

regular meeting. Therefore, we recommend that the authorized use section should be 

revised to reflect Council’s intent. The PAB’s suggested changes to Policy 351 are 

included hereto as Attachment 5. 

If, after a careful review of all relevant information, the City Council determines that it 

would be appropriate to expand the permissible uses of these systems beyond their 

original intent, the policy must specify what those allowable uses are. The current lack of 

clarity surrounding the proposed uses leaves too much room for interpretation, which 

could result in unintended uses that are not aligned with the Council's intent or the needs 

of the general public. Therefore, a well-defined policy that explicitly outlines the 

acceptable uses of these systems is necessary to ensure that they are used only for their 

intended purposes and to maintain public trust in their implementation. 
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The adoption of two similar policies could cause implementation confusion. 

The BPD's Draft Policy 351, "External Fixed Video Surveillance Cameras," and Policy 

1304, "Surveillance Use Policy - External Fixed Video Surveillance Cameras," are almost 

identical. While one policy is a "use" policy intended to provide internal training guidelines 

and the other is a "surveillance use" policy, it is difficult to distinguish between the two. 

The Police Accountability Board recommends these policies be consolidated into a 

comprehensive single policy or that the policies are revised to better reflect their intended 

purpose. If the Council and the BPD deem it appropriate to merge the policies, please 

refer to Attachment 5. 

Other Notes: 
Doubts on the effectiveness of the proposed surveillance camera installation.  

In their Budget Referral memo to City Council on October 12, 2021, Council Members 

Taplin and Kesarwani cite a 2011 Urban Institute study entitled “Evaluating the Use of 

Public Surveillance Cameras for Crime Control and Prevention.” That study of three large 

cities—Baltimore, Chicago, and Washington DC—concluded that fixed surveillance 

cameras could reduce crime, but only “when actively monitored” in real-time, a condition 

that raises personnel and other costs substantially (La Vigne et al., Page xii). Proposed 

policies 351 and 1304 appear to limit the cameras to the sole use of recording only video 

without sound and explicitly prohibit the integration of additional technologies.  

The PAB's stance is not to advocate for the removal of restrictions on the integration of 

surveillance technology. Rather, the PAB suggests that all parties consider the possible 

advantages of implementing these cameras in comparison to the costs of maintenance, 

implementation, and training associated with the systems. According to the Urban 

Institute's study, "analysis results indicate that cameras, when actively monitored, have a 

cost-beneficial impact on crime with no statistically significant evidence of displacement 

to neighboring areas. However, in some contexts and locations, these crime reduction 

benefits are not realized" (La Vigne et al., Page xii). The study also specifies two reasons 

why certain locations do not observe a reduction in crime. As previously mentioned, the 

first explanation is that the cameras are not consistently monitored in real-time, and the 
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second is those areas with fewer cameras and restricted coverage limit the potential for 

crime prevention (La Vigne et al., Page xii). 

All stakeholders must evaluate the limitations identified in the Urban Institute's study and 

assess whether the infrastructure necessary to make these cameras effective is already 

established. As the PAB acknowledges, as do other interested parties, these cameras 

can serve as a vital tool for deterring crime. Nonetheless, to ensure that crime is not 

merely being displaced to other regions, we encourage additional research to be 

conducted. Such research should consider the long-term effects of surveillance 

technology in specific areas and assess whether crime rates have decreased, remained 

constant, or relocated to neighboring regions. By conducting additional research, we can 

better comprehend the impacts of surveillance technology and make informed decisions 

that prioritize public safety. 

Doubts on the interpretation of Government Code 34090 as implemented in proposed 

policies 351.5 and 1304.7 

The PAB questions the relevance of California Government Code 34090 concerning the 

proposed data retention schedule in the proposed policies—specifically sections 351.5 

and 1304.7. The PAB has interpreted the proposed policies to say that all video 

recordings, including recordings of citizen engaging in non-criminal activity, is subject to 

section 34090.6.a which states “the head of a department of a city or city and county, 

after one year, may destroy recordings of routine video monitoring, and after 100 days 

destroy recordings of telephone and radio communications maintained by the 

department.” Within this section, the following definitions are provided: 

• “recordings of telephone and radio communications” means the routine daily 

recording of telephone communications to and from a city, city and county, or 

department, and all radio communications relating to the operations of the 

departments. 

• “routine video monitoring” means video recording by a video or electronic imaging 

system designed to record the regular and ongoing operations of the departments 

described in subdivision (a), including mobile in-car video systems, jail 

observation, and monitoring systems, and building security recording systems. 
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• “department” includes a public safety communications center operated by the city 

or city and county.” 

The PAB believes this government code, based on the definition provided, may not apply 

to all the data gathered by the proposed technology and that the activity of private citizens 

may be deleted before one year. 

Based on the definitions provided by the government code, the PAB believes that the 

one-year retention period only applies to the monitoring of routine or departmental 

activities (i.e building security videos, routine video monitoring of maintenance and repair 

activities, police officer dash camera footage). Under this definition and the context of the 

proposed surveillance camera use, members of the public are not part of the “regular and 

ongoing operations” of city agents and their video recording would not be considered 

routine video monitoring and could be deleted much earlier than a year. However, if the 

video recording of members of the public is part of the regular and ongoing operations of 

any of these departments (such as a routine traffic stop), then it would fall under the 

definition of routine video monitoring. Otherwise, the PAB believes the retention period 

should be shorter than what is currently included in the proposed policies. 
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Attachment List 
 

Attachment Description 
1 Surveillance Technology Acquisition Report and Proposed Policies 351 and 

1304 
2 Copy of Consent Item Number 20, City Council Actions from the October 12, 

2021, Regular Meeting, and Related Supplementary Materials. 
3 Copy of Action Item Number 44 with City Council Actions from the December 

14, 2021, Regular Meeting. 
4 Copy of City Manager Dee Williams-Ridley's Off-Agenda Memorandum to 

Council on January 25, 2022, Presenting an Early Version of Policy 351. 
5 PAB’s Proposed Revisions to Policy 351 and 1304 Which Consolidates Both 

Policies. 
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Police Accountability Board 

& 
Office of the Director of 
Police Accountability 

 
 

POLICY REVIEW REPORT 

BPD DRAFT POLICIES 611 & 1303:  

UNMANNED AERIAL SYSTEM OPERATIONS & SURVEILLANCE USAGE 

Date of Report: Thursday, February 23, 2023 

 

Introduction and Overview: 
 

On January 11th, 2023, the Office of the Director of Police Accountability (ODPA) 

presented to the Board a recommendation regarding Policy Complaint #31, which 

concerned the alleged use of drones by the Berkeley Police Department (BPD) during the 

2022 Solano Stroll event. See Attachment 1, the ODPA Recommendation to the Police 

Accountability Board (PAB) regarding Policy Complaint #31. The ODPA advised the 

Police Accountability Board (PAB) not to proceed with the policy complaint process due 

to the upcoming review of new BPD Unmanned Aerial System (UAS) acquisition and use 

policies. The PAB accepted the recommendation. On January 24th, 2023, Interim Chief 

Louis provided the PAB and ODPA with two policies—Policy 611 “Unmanned Aerial 

System (UAS) Operations” and Policy 1303 “Surveillance Use Policy – Unmanned Aerial 

System (UAS)”—and respective acquisition report as required by Berkeley Municipal 

Code §2.99.030.2. See Attachment 2, Draft Policy 611 “Unmanned Aerial System (UAS) 

Operations” and Policy 1303 “Surveillance Use Policy – Unmanned Aerial System (UAS).” 
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Although that is the immediate procedural history of how these proposed policies have 

made it before the Board, the conversation on UAS technologies is not new to the City of 

Berkeley. The conversation began over 10 years ago with the PAB’s predecessor agency, 

the Police Review Commission (PRC). Specifically, on December 18, 2012, the Berkeley 

City Council reviewed a resolution submitted to it by the Berkeley Peace and Justice 

Commission to "Proclaim Berkeley a No Drone Zone and Enact an Ordinance to that 

Effect."   At that time, the Council referred the issue of drones, or unmanned aerial 

vehicles, back to the Peace and Justice Commission, the Berkeley Police Review 

Commission, and the Berkeley Disaster and Fire Commission for further review and 

study. The Council asked that the referenced stakeholder Commissions report back to 

Council for further consideration of the issues and review a proposal to permit police use 

of drones upon approval of the City Manager, or approval of the Chief of Police in 

emergencies when the City Manager isn't available, in the following circumstances: 

1. In the case of a disaster; 

2. To assist in locating missing persons; 

3. To assist in rescue efforts; 

4. To assist in a police pursuit of known suspects who have committed serious or 

violent crimes.  

See Attachment 3, the PRC’s 2013 letter and recommendation on drones to the Mayor 

and City Council. 

Ultimately, the Council decided on February 24, 2015, to impose a ban on the use of 

unmanned aircraft systems, commonly known as "drones," by the BPD for one year and 

to formulate a protocol for their deployment by law enforcement. However, the Council 

granted permission for the Berkeley Fire Department to use drones for emergency 

response in the event of a disaster, although the Fire Department did not procure any and 

currently has none. See Attachment 4, the Berkeley City Council’s minutes for February 

24, 2015, where the topic is discussed as action item number 26. Subsequently, the 

Council enacted Ord. 7592-NS §2 in 2018, which introduced Chapter 2.99 to the Berkeley 

Municipal Code. 
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For this report, the term Unmanned Aerial System (UAS) is defined in the same manner 

as provided in the BPD Surveillance Acquisition Report (hereinafter the “Report”). A UAS 

is defined as an unmanned aircraft that is capable of sustained flight, whether through 

pre-programmed instructions or remote control, and is equipped with components 

designed to gather information through various means, such as imaging or recording. 

Typically, a UAS is composed of an unmanned aircraft that includes a chassis, propellers 

for flight, communication equipment, flight stabilization technology, a control chip, a 

camera, and a digital image/video storage system. Additionally, a UAS includes a remote-

control unit that communicates with the aircraft, as well as battery charging equipment for 

both the aircraft and the remote control. UAS is controlled from a remote-control unit with 

wireless connectivity, which allows pilots to view the UAS and its surroundings from a 

birds-eye perspective. The UAS's cameras enable pilots to view the aerial perspective, 

and image and video data are recorded onto secure digital (SD) memory cards that can 

be removed from the UAS for evidence. 

The Report addresses the need for UAS technology as being necessary to “[improving] 

the capacity of law enforcement (LE) to provide a variety of foundational police services.” 

See Attachment 5, a copy of BPD’s draft Surveillance Acquisition Report for Unmanned 

Aerial System (UAS). The claim is that the acquisition of UAS drones by the Berkeley 

Police Department would significantly improve their capacity to provide foundational 

police services and that the technology has already been proven to save lives and help 

capture dangerous criminal suspects in other law enforcement agencies. The need for 

this acquisition is justified by an annual increase in violent crimes in Berkeley, including 

shootings, robberies, assaults, and firearms recovery. From 2018 to 2022, the yearly 

average number of shootings has doubled. In 2021 Berkeley had 265 robberies, 210 

aggravated assaults, 57 sexual assaults, and 118 firearms recovered. See Attachment 5.  

The Department notes that UAS drones can provide a greater view into the immediate 

surroundings of crime scenes and active pursuits, which can offer officers greater time 

and distance to de-escalate volatile situations (see Attachment 5). Furthermore, the 

Department states that UAS drones are effective in locating missing persons in remote 
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areas and assisting in rescue missions. Overall, the claim is that UAS systems would help 

mitigate risk for both officers and the public. 

The increasing number of police departments across the country acquiring and using 

drones indicates a growing trend in law enforcement agencies relying on this technology. 

The Atlas of Surveillance, a project of the Electronic Frontier Foundation (EFF) and the 

University of Nevada, has reported that at least 1,172 police departments nationwide are 

currently using drones (Guariglia, 2022). With the widespread use of UAS technology, it 

is becoming increasingly evident that drones are being viewed as an essential tool for law 

enforcement agencies as UAS technologies continue to develop. The PAB does not 

challenge the claim that UAS technology can be beneficial to both the BPD and the 

community, as long as the appropriate accountability measures and safeguards are in 

place. Additionally, the PAB also recognizes the concern for disparate impacts when 

implementing these technologies as noted by Samuelson Law, Technology & Public 

Policy Clinic, “it can also enable targeting and discrimination against vulnerable 

communities” (Chivukula et al., 2021). 

In conducting this policy review, the PAB assessed the necessity of acquiring a drone, 

weighed the benefits of such an acquisition against the cost and the concerns raised by 

the community, and identified the oversight measures that should be considered if the 

technology is deemed necessary to acquire. To that end, the Board reviewed the 

historical record of this conversation to include the PRC’s reports and recommendations, 

the current literature surrounding UAS technologies, and neighboring jurisdictions' 

policies and uses of UAS technologies.   

Recommendation: 
 

The Board notes that it is not clear whether Berkeley Municipal Code 2.99 "Acquisition 

and Use of Surveillance Technology," specifically section 2.99.030.2, requires review if 

the Berkeley Police Department does not intend to acquire drones.  Because the 

preambles to both proposed policies (611.5 and 1303.2) clearly state, “UAS shall only 

occur as the result of a mutual assistance request”, the PAB needs to know if the Berkeley 
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Police Department intends to request or is requesting acquisition for or purchase of 

drones. If BPD does not intend to make this purchase it would appear more appropriate 

to propose a policy for requests for mutual aid such as in BPD Policy 418 "Obtaining Air 

Support".  That policy should then include in its title that this is the mutual aid policy for 

use of other Department’s Drones.  Berkeley PD will not have the authority to supervise, 

train or limit other jurisdictions’ use of their drones. 

To ensure the City of Berkeley and the Berkeley Police Department adopt Unmanned 

Aerial System (UAS) policies that restrict the use of this technology to the most serious 

situations, minimize the potential for constitutional violations, and increase trust between 

BPD officers and community members, the PAB recommends that the City not approve 

the Department’s proposed policies in their current form. Furthermore, the PAB 

recommends that when and if the City revisits the issue of adopting Unmanned Aerial 

System (UAS) policies for use or acquisition it addresses the following concerns: 

Concerns regarding potential implications for civil liberties and constitutional rights 
 

UAS technologies present concerns for the preservation, respect, and adherence to well-

established civil liberties and constitutional rights. Specifically, the technological 

capabilities of drones can threaten First Amendment rights to freely and peaceably 

assemble (U.S. Const. amend. I) and the Fourth Amendment protection which 

safeguards, “…the privacy and security of individuals against arbitrary invasions by 

governmental officials” (Camara v. Municipal Court of City and County of San Francisco, 

1967). Considering the Board’s purpose of promoting public trust through the review of 

the Police Department’s policies, practices, and procedures, the PAB believes the current 

policies as drafted will impede that purpose. 

In the PRC’s 2013 Town Hall discussion, Linda Lye, staff attorney with the American Civil 

Liberties Union, indicated that deploying drones not only raises serious Fourth 

Amendment concerns, but would also likely violate the California Constitution’s Article l, 

Section l, which grants privacy protection for personal information. Among some of the 

reasons to oppose the technology, she stated: 
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• Their low cost encourages widespread surveillance. 

• Their small size and advanced abilities prevent people from knowing they 

are being spied on. 

The role of civilian oversight in the acquisition and use of UAS 
 

The role of a civilian oversight body, such as the PAB, in these instances, is to ensure 

that the use of technology by law enforcement is appropriate, transparent, and in line with 

the community values and protects civil liberties. The current reporting on UAS 

deployments is limited to the Annual Surveillance Technology Report compiled by the 

City Manager. This limited reporting is done in compliance with Ordinance 7592-NS § 2. 

While an annual report can provide some insight, currently the City of Berkeley falls short 

of meeting the transparency standards set by other California cities when reporting out 

on UAS deployments (See San Jose UAS Deployments1, Chula Vista Drone-Related 

Activity Dashboard2; Hayward Police Department Flight Logs3).  

In 2022, the BPD requested UAS support from the Alameda County Sheriff’s Office 

(ASCO) on three occasions. See Attachment 6, a copy of the UAS Deployment entries of 

the City Manager’s 2022 surveillance technology usage report. Given the possibility of an 

increase in UAS deployments in Berkeley, it is crucial to establish an updated log that 

provides information on what, when, and why the UAS was deployed, as well as the 

duration of each deployment. This information is essential in ensuring transparency and 

accountability for law enforcement agencies, particularly in light of the concerns 

surrounding deployments of UAS. A publicly accessible log of UAS deployments would 

provide the community with much-needed transparency and accountability, and it would 

help build trust between law enforcement and residents. The PAB strongly recommends 

the implementation of such a measure if the BPD decides to implement the proposed 

policies.  

                                                           
1 https://www.sjpd.org/records/uas-deployments  
2 https://www.chulavistaca.gov/departments/police-department/programs/uas-drone-program  
3 https://www.hayward-ca.gov/police-department/transparency/uas-drone  
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Lack of technical specifications and potential misuse 
 

The BPD's current proposals are not transparent enough and do not clearly outline which 

specific UAS technologies they are seeking to use through mutual aid agreements. The 

wide range of capabilities and features of different UAS systems is a cause for concern 

among members of the Berkeley Community. The 2013 PRC Recommendation to City 

Council Regarding Drones identifies concerns regarding the advanced capabilities of 

drone technologies, including thermal imaging. See Attachment 3. In addition, the PRC 

letter also raised the issue of "mission creep", where certain technologies are initially 

requested for specific purposes but are later used for unintended or broader purposes.  

The BPD cited the study, “Mission-based citizen views on UAV usage and privacy: an 

effective perspective,” within their Acquisition Report. In the study, the authors indicate 

that community members are “much more concerned over their privacy when the UAV 

was airborne 24 hours a day than when it was used for a specific mission and returned 

to base” (Winter et al., 2016). The study suggests that citizens may be more accepting of 

UAS technology when they “see the advantages of the UAS usage outweighing their 

privacy concerns.” For instance, UAS technology used for search and rescue during 

natural disasters may lead citizens to perceive the gain in benefits that offset their privacy 

concerns. However, when the purpose and capability of such technology are not clear, 

members of the community may become concerned about the uses of the UAS. This 

research, as cited by the Berkeley Police Department, highlights the need for clear 

guidelines on the appropriate usage of UAS to balance the potential benefits of UAS 

operations with citizens' right to privacy.  

The lack of clarity and transparency regarding the technical specifications for UAV 

acquisition and usage has been a major source of concern for the PAB and the Berkeley 

community. As noted, the PAB will not endorse any policy related to UAS acquisition and 

usage that does not incorporate measures to promote transparency and limit the 

acquisition and usage of certain surveillance technologies. The current policy is vague in 

terms of technical specifications and does not provide any additional information other 

than the basic features of a majority of modern-day UAVs. This lack of clarity raises 
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concerns about privacy violations, civil rights abuses, and the potential for mission creep. 

Without clear guidelines on what technologies are being acquired and how they will be 

used, the community is left to speculate on the potential harms and risks associated with 

UAVs, which can erode public trust and acceptance. Providing clear guidelines and 

disclosures of the technical specifications would be a critical step toward promoting 

greater public acceptance of UAVs while also upholding individual rights and maintaining 

public trust. 

Lack of definition for “Exigent Circumstances”: A key concern for appropriate use of UAS in 

law enforcement 
 

Clearly defining what qualifies as an exigent circumstance helps prevent officers from 

claiming exigent circumstances as a blanket justification for using UAS surveillance 

technology. Inappropriate use of UAS systems can create a culture of constant 

surveillance, which can erode public trust and exacerbate tensions between BPD and the 

community. By using UAS only when necessary, BPD can demonstrate that they respect 

the privacy and civil liberties of the public and are not engaging in constant monitoring.  

Additionally, restricting the use of drones to exigent circumstances can help prevent 

mission creep, which occurs when a technology or policy designed for a specific purpose 

is gradually expanded to other areas or uses. By setting clear limitations on when and 

how drones can be used, law enforcement can help ensure that they are not overstepping 

their bounds or engaging in practices that are not consistent with their intended purpose. 

The PAB recognizes that UAS technology has the potential to be used for legitimate law 

enforcement purposes. However, to ensure the technology is used responsibly and 

transparently, policies must be put in place to guide their use. The PAB believes that the 

policy being considered by the BPD should clearly define what an exigent circumstance 

is, to provide better guidance to BPD staff as to when it is appropriate for drones to be 

used. The PAB is not comfortable endorsing a policy that does not clearly define what 

constitutes an exigent circumstance, as this generates too much ambiguity.  
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The uncertainty of UAS operations through mutual aid agreements with outside agencies 
 

The use of unmanned aerial systems (UAS) by law enforcement is a complex issue, and 

the uncertainty created by the proposed policy surrounding UAS operations through 

mutual aid agreements with outside police agencies adds another layer of complexity. 

The PAB is concerned that the policies being considered by the BPD do not provide clear 

guidelines on how the Department will ensure that the UAS used under mutual aid 

agreements comply with the authorized uses, limitations, and reporting requirements of 

the City of Berkeley. The lack of clarity on how the Department will oversee UAS 

operations under mutual aid agreements raises concerns about the potential misuse of 

the technology, which can result in the erosion of public trust. Therefore, the PAB urges 

the BPD to provide more clarity on how it plans to manage UAS operations under mutual 

aid agreements and ensure that they comply with the authorized uses and limitations 

outlined in the City of Berkeley’s policies.  
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Office of the Director  
Of Police Accountability 
 

 

Memorandum 

Date: Thursday, January 05, 2023 

To: Honorable Members of the Police Accountability Board (PAB) 

From: Hansel Aguilar, Director of Police Accountability 

 Jose Murillo, Policy Analyst  

Re: Policy Complaint #31 – Berkeley Police Department (BPD) Drone Usage Policy  

Recommendation: 

The PAB should not proceed with Policy Complaint #31 at this time, but rather consider 

focusing its resources on the upcoming review of a new BPD drone use policy and 

acquisition report.  

Fiscal Impacts of Recommendation: 

Acceptance of this recommendation will reduce the amount of time necessary to 

research, draft, review, and recommend a drone usage policy on behalf of the Board and 

ODPA staff. Given that BPD has already conducted the necessary research to draft a 

drone usage policy, the PAB and ODPA would only have to dedicate time to the review 

and recommendation process. Proceeding with the complaint may duplicate work already 

conducted by BPD and place an unnecessary strain on the already scarce PAB 

resources1.  

Current Situation and its Effects:  

Presently, BPD’s Law Enforcement Services Manual does not include language specific 

to the use of drones under the umbrella of its surveillance technology policies. The use 

and acquisition of drones are only regulated by Berkeley Municipal Code 2.99, Acquisition 

                                                           
1 As of 1/5/2023, the PAB is operating under a reduced capacity pending the appointment of two new board members. 
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and Use of Surveillance Technology which provides a general procedure for the use and 

acquisition of surveillance technology as defined by BMC 2.99.020(1)2.  

For BPD to acquire and use any new surveillance technologies, a surveillance use policy 

for each surveillance technology with a corresponding surveillance technology report 

must be presented to the PAB for review and to the City Council for final approval3. 

However, BMC 2.99.040 allows for the temporary acquisition and use of surveillance 

equipment by the City Manager when exigent circumstances exist as defined by 

2.99.020(5)4.  

Background: 

Policy Complaint #31 was received by the ODPA on October 13, 2022, and was 

presented to the Board at its regular meeting on October 25, 2022. The complaint alleged 

that BPD had acquired drones from the Alameda County Sheriff’s Office (ASCO) for use 

at the Solano Stroll event which is hosted in partnership with the City of Albany5. The 

complaint included a link to an article written by Tracy Rosenberg of Oakland Privacy. 

The article included a report of drones being flown over the event6 and a temporary 

acquisition notice written by Interim Chief Louis to the Berkeley City Council7. The PAB 

was concerned about the alleged actions and sought answers from Interim Chief Louis 

(hereinafter “Interim Chief”) who was present at the October 25th regular meeting.  

Through the PAB member’s line of questioning at the public meeting, Interim Chief Louis 

clarified that the drones mentioned in Rosenberg’s article were not requested by BPD 

and that it was the Albany PD who independently submitted the request to the ACSO. 

The Interim Chief also clarified that the temporary acquisition notice was a precautionary 

                                                           
2 "Surveillance Technology" means an electronic device, system utilizing an electronic device, or similar technological tool used, 
designed, or primarily intended to collect audio, electronic, visual, location, thermal, olfactory, biometric, or similar information 
specifically associated with, or capable of being associated with, any individual or group. Examples of covered Surveillance 
Technology include, but are not limited to: cell site simulators (Stingrays); automatic license plate readers; body worn cameras; 
gunshot detectors (ShotSpotter); facial recognition software; thermal imaging systems, except as allowed under Section 1(d); social 
media analytics software; gait analysis software; and video cameras that record audio or video and can remotely transmit or can be 
remotely accessed. 
3 See attachment 1, a copy of the relevant Berkeley Municipal Code including BMC 2.99.030 which outlines the acquisition and use 
policy. 
4 "Exigent Circumstances" means the City Manager’s good faith belief that an emergency involving imminent danger of death or 
serious physical injury to any person, or imminent danger of significant property damage, requires use of the Surveillance Technology 
or the information it provides. 
5 See attachment 2, a redacted copy of complaint #31. 
6 See attachment 3, a copy of the relevant Oakland Privacy Article. 
7 See attachment 4, a copy of the temporary acquisition notification made by Interim Chief Louis.  
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measure to ensure compliance with BMC 2.99.040. At the time, it was believed that ACSO 

drones were flown over Berkeley’s airspace. Within the acquisition report, the Interim 

Chief noted that there were exigent circumstances behind the increased security, 

including the use of drones, citing “unfortunate recent attacks on similar events.”8 The 

complainant was also present at the regular meeting and allotted a moment to speak. The 

complainant stated the following in the relevant part: 

“The PAB needs to take the appropriate steps to recommend to the Council a clear definition set 
in policy or ordinance that does not allow surveillance via drones or otherwise of strolls, 
gatherings, rallies or marches simply because gun violence is a pandemic in this country at 
large—that is simply the reality. It is the PAB’s and Council’s responsibility to address that reality 
and not for city staff to break the English language and change the definition of exigent 
circumstances […] But again, the [interim] chief has completely backtracked from the letter she 
sent, and caused this whole complaint process to start. I wouldn’t have started this process had 
that letter not been sent. I was informed of [the presence of drones at the Solano Stroll] by my 
Councilmember who was incredibly upset because she thought as well that [the event] was not 
an exigent circumstance [that would justify BPD’s request for drones]9”.  

The information presented at the regular meeting indicated that this complaint originated 

from a misunderstanding between BPD staff and the Interim Chief. As noted above, the 

Complainant made this policy review request based on the information available at that 

time, which we now know to be inaccurate and incomplete. The complainant further 

acknowledged that he would not have filed had the incorrect information not been 

presented. However, like the complainant, the PAB had additional concerns regarding the 

timeline of the events, BPD’s interpretation of the surveillance technology acquisition 

procedures, and the precedent that could be established as a result of this event.  

Having heard from the Interim Chief, the complainant, and members of the public, the 

PAB motioned to initiate a fact-finding inquiry as to the acquisition and use of the drones 

at the Solano Stroll event. The motion passed after receiving six (6) “yes” votes and two 

(2) “no” votes and ODPA staff was asked to look into the incident before a final decision 

to accept or deny the complaint was made10. The purpose of the investigation was to 

answer the following questions: 

                                                           
8 See attachment 4. 
9 PAB Regular Meeting, 1:27:00 to 1:32:00 (hh:mm:ss): https://youtu.be/TLRfVA6PUL8 
10 See attachment 5, a copy of the PAB regular meeting minutes for October 25, 2022. 
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1. To what extent, if at all, were members of the BPD involved in the acquisition of 

ASCO drones as part of the security measures for the Solano Stroll event? 

2. How were ASCO drones used during the event and were they deployed within 

Berkeley’s jurisdiction? 

3. What constitutes an “exigent circumstance”? 

Soon after the motion for a fact-finding investigation, Interim Chief Louis provided notice 

to the PAB that a new drone usage policy was in the works for the BPD. Subsequently, 

on November 9th, 2022, the PAB established a subcommittee to review these policies.  

Rationale for Recommendation 

On November 3, 2022, Interim Chief Louis submitted an update to her original notification 

to the City Council which provided additional context and information obtained from 

Albany PD11. That same day, Interim Chief Louis informed the ODPA that BPD was in the 

process of drafting a drone usage policy and acquisition report per the requirements of 

BMC 2.9912. At the time of writing, the policy and respective report were under review by 

the City Attorney’s Office (CAO) and will be forwarded to the PAB as soon as the CAO’s 

review has concluded. The additional information provided by Interim Chief Louis 

answered several of the questions posed by the PAB’s request for a fact-finding inquiry.  

To answer the relevant questions, ODPA staff reviewed the original complaint, the 

Oakland Privacy article, and the available correspondence from Interim Chief Louis 

regarding this matter. The information collected from these sources was used to provide 

the following answers: 

1. To what extent, if at all, were members of the BPD involved in the acquisition 
of ASCO drones as part of the security measures for the Solano Stroll event? 

BPD staff was not involved in the acquisition of the ASCO drones. According to 

the update by Chief Louis,13 BPD staff learned that Albany PD had requested 

ASCO drones at a planning meeting before the event. The Albany PD had 

requested the drones to scan the rooftops along Solano Avenue for any potential 
                                                           
11 See attachment 6, a copy of an updated temporary acquisition report submitted by Interim Chief Louis to the City Council. 
12 See attachment 7, a copy of the notice provided by Chief Louis to the ODPA regarding the pending policy drafts.  
13 See attachment 6. 
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threats to the public; however, the drones were not used for the initial purpose. 

Officers present at the Solano Stroll believed that the requested use of the drones 

was carried out due to the presence of the ACSO drone team. Interim Chief Louis 

made a notification to the City Manager based on that assumption and followed 

the procedure under BMC 2.99 out of precaution and recorded the use in the 

Surveillance Technology Report14. That entry has since been removed as the 

acquisition and use did not involve BPD nor was the technology used within the 

city15. 

2. How were ASCO drones used during the event and were they deployed 
within Berkeley’s jurisdiction? 

ASCO drones were not deployed within Berkeley’s air space nor were they used 

to scan the rooftops as originally reported. According to an inquiry made by Interim 

Chief Louis to the Albany PD16, the ASCO drones were used for two calls for 

service within Albany’s jurisdiction. The first instance was a response to a burglary 

in progress and the second instance was in response to a report of a missing child. 

In both of these cases, Albany PD ground units were able to resolve the issue and 

the drones were grounded. The drones were not flown within Berkeley’s jurisdiction 

and the overall use of the drones was limited. 

3. What constitutes an “exigent circumstance”? 

The definition of an “exigent circumstance” is defined under BMC 2.99.020(5). An 

“exigent circumstance” is defined as an emergency involving imminent danger of 

death or serious physical injury to any person, or imminent danger of significant 

property damage17. Although “emergency” and “imminent” are not defined in the 

BMC, the Berkeley Police Department Law Enforcement Service Manual does 

define those terms throughout its various policies. An “emergency” is defined as 

“situations involving an imminent threat to the safety or welfare of any person18” 

                                                           
14 See Attachment 6.  
15 See Attachment 6. 
16 See attachment 6. 
17"Exigent Circumstances" means the City Manager’s good faith belief that an emergency involving imminent danger of death or 
serious physical injury to any person, or imminent danger of significant property damage, requires use of the Surveillance 
Technology or the information it provides. 
18 BPD Policy 326.13 
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and events “such as a large fire, earthquake, riot or other such natural or civil 

emergencies19.” An “imminent” threat or danger is considered to exist when “based 

on the totality of the circumstances, it is objectively reasonable to believe that a 

person [or situation] has the present ability, opportunity, and apparent intent to 

immediately cause death or serious bodily injury20.” Based on these definitions, for 

a situation to be “exigent,” there must be a condition or situation that presents an 

immediate danger to human life and/or property.  

Given the aforementioned information which clarifies and provides additional context to 

the Interim Chief’s September 30, 2022 Notification regarding use of Unmanned Aerial 

Vehicle (Drone), the ODPA recommends that the PAB not proceed with Policy Complaint 

#31 at this time. The ODPA instead, encourages the Board to consider focusing its 

resources on the upcoming review of a new BPD drone use policy and acquisition report. 

Formally accepting Policy Complaint #31 at this time, would be redundant and moot 

considering that:  

(1) the BPD is actively developing a policy that directly addresses this policy issue;  

(2) the draft policy will be reviewed by the PAB and;  

(3) the complainant in this policy review request has indicated that the additional 

information provided on the October 25, 2022 meeting alleviates his concern of the BPD’s 

involvement in drone usage at the event in question. 

                                                           
19 BPD Policy 332.5 
20 BPD Policy 300.4 
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Unmanned Aerial System (UAS) Operations 
611.1 PURPOSE AND SCOPE 
The purpose of this policy is to establish guidelines for the use of an unmanned aerial system 
(UAS) and for the storage, retrieval and dissemination of images and data captured by the UAS. 

 
611.1.1 DEFINITIONS 
Definitions related to this policy include: 

Unmanned Aerial System (UAS) - An unmanned aircraft of any type that is capable of sustaining 
directed flight, whether preprogrammed or remotely controlled (commonly referred to as an 
unmanned aerial vehicle (UAV)), and all of the supporting or attached systems designed for 
gathering information through imaging, recording or any other means. 

 
611.2 POLICY 
Unmanned aerial systems may be utilized for the purpose of enhancing the department's mission of 
protecting lives and property by enabling remote surveillance and monitoring in the situations 
specified in 611.5 below when other means and resources are not available or are less effective. 
Any use of a UAS will be in strict accordance with constitutional and privacy rights and Federal 
Aviation Administration (FAA) regulations. All uses of the UAS shall be reported in compliance 
with the Surveillance Technology Ordinance, BMC 2.99. 

 
611.3 PRIVACY 
The use of the UAS potentially involves privacy considerations. Absent a warrant or exigent 
circumstances, operators and observers shall adhere to FAA altitude regulations and shall not 
intentionally record or transmit images of any location where a person would have a reasonable 
expectation of privacy (e.g., residence, yard, enclosure). Operators and observers shall take 
reasonable precautions to avoid inadvertently recording or transmitting images of areas where 
there is a reasonable expectation of privacy. Reasonable precautions can include, for example, 
deactivating or turning imaging devices away from such areas or persons during UAS operations. 

 
611.4 PROHIBITED USE 
The UAS video surveillance equipment shall not be used: 

• To conduct random surveillance activities. 

• To target a person based solely on actual or perceived characteristics, such 
as race, ethnicity, national origin, religion, sex, sexual orientation, gender identity or 
expression, economic status, age, cultural group, or disability. 

• To harass, intimidate, or discriminate against any individual or group. 

• To conduct personal business of any type. 

The UAS shall not be weaponized. 

Policy 
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611.5 AUTHORIZED USE 
The use of a UAS shall only occur as the result of a mutual assistance request, and no BPD 
personnel will be allowed to operate a UAS. UAS may only be requested for the purpose of remote 
surveillance and monitoring in the following specified situations: 

(a) Mass casualty incidents (e.g. large structure fires with numerous casualties, mass 
shootings involving multiple deaths or injuries); 

(b) Disaster management; 

(c) Missing or lost persons; 

(d) Hazardous material releases; 

(e) Sideshow events where many vehicles and reckless driving is present; 

(f) Rescue operations; 

(g) Training; 

(h) Hazardous situations which present a high risk to officer and/or public safety, to 
include: 

i. Armed suicidal persons; 

ii. Hostage situations; 

iii. Barricaded suspects; 

(i) Arrest of armed and/or dangerous persons 

(j) Service of high-risk search and arrest warrants involving armed and/or dangerous 
persons 

(k) Other unforeseen exigent circumstances. 
Unmanned Aerial Systems shall only be utilized for law enforcement purposes. 
 
611.6 REQUEST PROCESS 
Pursuant to BMC 2.99, the Surveillance Technology Ordinance governing the use of drones, the 
following steps must occur to seek permission to temporarily use a drone. The requests shall be 
made to the City Manager via the Chain of Command, as follows: 

(a) All requests shall be routed to the Watch Commander, if they are not available, the 
Duty Command Officer (DCO) 

(b) The Watch Commander or DCO should contact the Chief of Police, or the Acting Chief 
of Police in his/her absence. 

(c) The Chief of Police, Acting Chief of Police, or in exigent circumstances the DCO shall 
obtain approval from the City Manager authorizing the use of a Drone. The City 
Manager is responsible for logging the use and ensuring the notifications and reporting 
requirements are met pursuant to BMC 2.99.040. 

 
611.7 RETENTION OF UAS DATA 

If available, any data collected by the use of a UAS should be purged by BPD within 60 days if 
it doesn't contain any data of evidentiary value. If the data has evidentiary value, it should be 

Page 145 of 222

Page 153



Berkeley Police Department 
Law Enforcement Services Manual 

Unmanned Aerial System (UAS) Operations 

Copyright Lexipol, LLC 2022/11/07, All Rights Reserved. 
Published with permission by Berkeley Police Department ***DRAFT*** Unmanned Aerial System (UAS) Operations - 

3 

Restricted 

 

uploaded into BPD's evidence database and kept pursuant to the established retention guidelines 
set forth in policy 804-Records Maintenance and Release. 
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Surveillance Use Policy-Unmanned Aerial 
System (UAS) 
1303.1  PURPOSE 
The purpose of this policy is to establish guidelines for the use of an unmanned aerial system 
(UAS) and for the storage, retrieval and dissemination of images and data captured by the UAS. 

 
1303.2  AUTHORIZED USE 
The use of a UAS shall only occur as the result of a mutual assistance request, and no BPD 
personnel will be allowed to operate a UAS. UAS may only be requested for the purpose of remote 
surveillance and monitoring in the following specified situations: 

(a) Mass casualty incidents (e.g. large structure fires with numerous casualties, mass 
shootings involving multiple deaths or injuries); 

(b) Disaster management; 

(c) Missing or lost persons; 

(d) Hazardous material releases; 

(e) Sideshow events where many vehicles and reckless driving is present 

(f) Rescue operations; 

(g) Training; 

(h) Hazardous situations which present a high risk to officer and/or public safety, to 
include: 

i. Armed suicidal persons; 

ii. Hostage situations; 

iii. Barricaded suspects; 

(i) Arrest of armed and/or dangerous persons 

(j) Service of high-risk search and arrest warrants involving armed and/or dangerous 
persons 

(k) Other unforeseen exigent circumstances 

Unmanned Aerial Systems shall only be utilized for law enforcement purpose. 
 
1303.3  DATA COLLECTION 
If equipped, it shall be the request on all BPD deployments that the “video recording only” function 
of the UAS be activated whenever the UAS is deployed, and deactivated whenever the UAS 
deployment is completed. The UAS operator will rely on SD Cards for video recordings. 

Policy 
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1303.4  DATA ACCESS 
Access to UAS data shall be limited to Berkeley Police Department (BPD) personnel and the 
mutual assistance agency, in connection with an active investigation. Information may be shared 
in accordance with 1303.9 below. It shall be at the discretion of the Commander or senior supervisor 
to discern which members have a need to know, and limit access to those members. BPD is prohibited 
from selling any data obtained from the UAS. 

 
1303.5  DATA PROTECTION 
Whenever feasible, the data from the UAS should be encrypted by the vendor or operator. The 
data should only be accessible to BPD personnel who have been granted security access. 

 
1303.6  CIVIL LIBERTIES AND RIGHTS PROTECTION 
The Berkeley Police Department is dedicated to the most efficient utilization of its resources and 
services in its public safety endeavors. The Berkeley Police Department recognizes the need to 
protect its ownership and control over shared information and to protect the privacy and civil 
liberties of the public, in accordance with federal and state law. The procedures described within 
this policy (Data Access, Data Protection, Data Retention, Public Access and Third-Party Data 
Sharing) protect against the unauthorized use of Unmanned Aerial Systems (UAS). These 
procedures ensure the data is not used in a way that would violate or infringe upon anyone's civil 
rights and/or liberties, including but not limited to potentially disparate or adverse impacts on any 
communities or groups. 

 
1303.7  DATA RETENTION 
If available, any data collected by the use of a UAS should be purged by BPD within 60 days 
if it doesn't contain any data of evidentiary value. If the data has evidentiary value, it should be 
uploaded into BPD's evidence database and kept pursuant to the established retention guidelines 
set forth in policy 804-Records Maintenance and Release. 

 
1303.8  PUBLIC ACCESS 
UAS data which is collected and retained under this policy is considered a "law enforcement 
investigatory file" pursuant to Government Code § 6254, and shall be exempt from public 
disclosure. UAS data which is retained pursuant to this policy shall be available via public records 
request pursuant to applicable law regarding Public Records Requests as soon as the criminal or 
administrative investigation has concluded and/or adjudicated. 

 
1303.9  THIRD-PARTY DATA-SHARING 
Data collected from the UAS may be shared with the following: 

(a) The District Attorney's Office for use as evidence to aid in prosecution, in accordance 
with laws governing evidence; 

(b) Other law enforcement personnel as part of an active criminal investigation; 

(c) Other third parties, pursuant to a Court Order or Search Warrant. 
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1303.10  TRAINING 
The use of a UAS shall only occur as the result of a mutual assistance request, and no BPD 
personnel will be allowed to operate a UAS. All BPD personnel shall be provided with this 
Surveillance Use Policy. BPD recognizes that the assisting agency will need to satisfy their 
respective training requirements to operate the UAS, however BPD personnel shall follow this 
policy and all relevant policies, including Records Management, Policy 804 while access or 
retaining any of the captured data from the UAS.  

 
1303.11  AUDITING AND OVERSIGHT 
Division Captains or their designee shall ensure compliance with this Surveillance Use Policy. 

The security and integrity of the Surveillance Technology and collected information will be 
completed in the form of a random biennial audit of the uses from the Audit and Inspection's 
Sergeant. This audit will be routed to the Captain of Professional Standards Bureau and the Chief 
of Police for review. 

Intentional violation of this policy may serve as grounds for disciplinary action pursuant to Policy 
1010, Personnel Complaints.   

 
1303.12  MAINTENANCE 
UAS's will only be used in a mutual assistance request, and thereby must be obtained from the 
City Manager via the Chain of Command. All UAS maintenance shall be conducted by the owner/ 
operator of the device consistent with all other mutual assistance response agreements. 
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BERKELEY POLICE DEPARTMENT SURVEILLANCE ACQUISITION REPORT – UNMANNED AERIAL SYSTEM (UAS) 
 
 

1 
 

UNMANNED AERIAL SYSTEM (UAS) 
A. DESCRIPTION 

 
An Unmanned Aerial System (UAS) is an unmanned aircraft of any type that is capable 
of sustaining directed flight, whether pre-programmed or remotely controlled and all of 
the supporting or attached components designed for gathering information through 
imaging, recording, or any other means. Generally, a UAS consists of:  

● An unmanned aircraft which consists of the chassis with several propellers for 
flight, radio frequency and antenna equipment to communicate with a remote-
control unit, control propellers and other flight stabilization technology (e.g. 
accelerometer, a gyroscope), a computer chip for technology control, a camera 
for recording, and a digital image/video storage system for recording onto a 
secure digital card (SD card);  

 
● A remote-control unit that communicates with the unmanned aircraft via radio 
frequency; and  

 
● A battery charging equipment for the aircraft and remote control.  

 
UAS are controlled from a remote-control unit (similar to a tablet computer). Wireless 
connectivity lets pilots view the UAS and its surroundings from a bird's-eye perspective.  
UAS have cameras so the UAS pilot can view the aerial perspective. UAS record image 
and video data onto a secure digital (SD) memory cards. SD cards can be removed from 
UAS after flights to input into a computer for evidence. 

B. PURPOSE 
UAS offer to significantly improve the capacity of law enforcement (LE) to provide a 
variety of foundational police services. This technology has already been used with many 
law enforcement agencies to save lives and help capture dangerous criminal suspects. 
UAS can support first responders in hazardous incidents that would benefit from an 
aerial perspective.  

Responding to violent crime in Berkeley often requires officers to face risks to their safety 
– in addition to the clear risks faced by members of the public when violent crime is 
present. From 2018 to 2022, the yearly average number of shootings has doubled. In 
2021 Berkeley had 265 robberies, 210 aggravated assaults, 57 sexual assaults, and 118 
firearms recovered.  

Technology such as UAS can play a vital role in mitigating these omnipresent dangers, 
by providing a greater view into the immediate surroundings of crime scenes and active 
pursuits. The use of a UAS is also in line with the Department’s philosophy around de-
escalation, as this tool can provide greater time and distance, which are the critical 
components in offering officers the greatest likelihood of a peaceful, or less violent 
resolution.  
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Searches for armed and dangerous suspects are more effective and controlled with UAS 
support; an armed suspect can be hiding in a tree or on a roof. LE can respond 
accordingly and more safely when provided with this critical information (see Section #10 
below “Alternatives Considered” for more information on how UAS compares to 
alternatives for situational awareness). More informed responses also lead to less injury 
and less uses of force. 

LE agencies have successfully used UAS to locate missing persons, especially in more 
remote areas – as well as for rescue missions. UAS is also being used during disasters 
and during any hazardous material releases. The situational awareness UAS provides 
has also become an important tool for large events (e.g. sport events, parades, and 
festivals); the aerial view provides information that would otherwise require a much 
larger deployment of LE personnel to maintain the same level of public safety support. 
Furthermore, smaller UAS can be equipped with a loud speaker to communicate (e.g. 
hostage situations/providing verbal commands and directions to the subject). 

BPD must seek approval from the City Manager prior to any use. BPD may then make a 
mutual assistance request to ACSO for their UAS. This approval process could be rapid 
or take several hours depending if their resources are deployed elsewhere, and there is 
no guarantee that the equipment will be available. 

C. LOCATION 
BPD proposes to use UAS as outlined in policy 611- Unmanned Aerial System (UAS), 
and further guided by policy 1303-Surveillance Use Policy Unmanned Aerial System 
(UAS). BPD proposes to only use UAS as the result of a mutual assistance request, and 
no BPD personnel will be allowed to operate a UAS.   

UAS may only be requested for the following specified situations: 

a. Mass casualty incidents (e.g. large structure fires with numerous casualties, mass 
shootings involving multiple deaths or injuries); 

b. Disaster management; 
c. Missing or lost persons; 
d. Hazardous material releases; 
e. Sideshow events where many vehicles and reckless driving is present; 
f. Rescue operations; 
g. Training; 
h. Hazardous situations which present a high risk to officer and/or public safety, 

to include: 
i. Barricaded suspects; 
ii. Hostage situations; 
iii. Armed suicidal persons; 
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i. Arrest of armed and/or dangerous persons 
j. Service of high-risk search and arrest warrants involving armed and/or dangerous 

persons 
k. Other unforeseen exigent circumstances 

Unmanned Aerial Systems shall only be used for law enforcement purposes.  
Potentially, UAS could be deployed in any location in the City of Berkeley where one or 
more of the above situations occur and where the proper authorizations are provided. 
Fortunately, several of these situations rarely occur – but some do occur regularly, such 
as arresting armed/dangerous person. BPD occasionally arrests individuals for violent 
homicides, shootings, robberies, violent sexual assaults, and other crimes– UAS can 
provide situational awareness in all of these critical incidents to provide a greater level of 
safety for officers, as well as for nearby civilians 

D. IMPACT 
BPD recognizes that the use of UAS raises privacy concerns. UAS are becoming 
ubiquitous in the United States, and there is a growing concern that people can be 
surveilled without notice or reason. There is concern that UAS can be utilized to 
observe people in places, public or private, where there is an expectation of privacy. 
The level of potential privacy impact depends upon factors such as flight elevation 
and camera zoom magnitude, as well as where the UAS is flown. 
The results of the research study titled, “Mission-based citizen views on UAV usage 
and privacy: an affective perspective1,” published in February 2016 found that 
people’s perceptions of how UAS impacts privacy relate to use type. The 
researchers from College of Aeronautics, Florida Institute of Technology, and the 
Aeronautical Science at Embry-Riddle Aeronautical University (ERAU), College of 
Aviation UAS Lab found that people tend to be less concerned about police UAS use 
when the technology is only used for specific uses - “concerns for privacy were less 
in the condition where the UAV was only used for a specific mission than when it was 
operated continuously.” Policy 611 and 1303 provide strict acceptable guidelines, 
and Authorized Uses which explains when BPD personnel can request the use of a 
UAS for specific missions. 
 
E. MITIGATION 
BPD’s policy 611 restricts BPD’s use of UAS in several ways to promote greater privacy 
protections. 

BPD will only request use UAS for specific missions rather than operating continuously, 
mitigating concerns raised in the February 2016 study cited above. 

                                                           
1 https://www.nrcresearchpress.com/doi/abs/10.1139/juvs-2015-0031#.XkHEAWhKiUl 
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Policy 611 and 1303. Authorized Use lists the only allowable uses of UAS (e.g. mass 
casualty incidents, disaster management, missing or lost persons, hazardous material 
releases, sideshow events where many vehicles and reckless driving is present, rescue 
operations, training, hazardous situations which present a high risk to officer and/or 
public safety to armed suicidal persons, hostage situations, barricaded suspects, arrest 
of armed and/or dangerous persons, service of high risk search and arrest warrants 
involving armed and/or dangerous persons, and other unforeseen exigent 
circumstances). Policy 611 also articulates the Request Process which indicates the 
approval must come from the City Manager via the Chain of Command for all use 
approvals. 

The Federal Aviation Administration (FAA) sets strict flight regulations for all UAS users, 
including for law enforcement. The FAA provides two law enforcement options for 
creating acceptable UAS under 14 Code of Federal Regulation (CFR) part 107, subpart 
E, Special Rule for Model Aircraft; the agency can designate individual members to earn 
FAA drone pilot certificates and fly under the rules for small UAS, or receive a FAA 
certificate to function as a “public aircraft operator” to self-certify agency drone pilots and 
drones. Either way, these options allow for BPD to use systems under 55 pounds, for 
flying at or below 400 feet above ground level. Absent an emergency situation warranting 
a FAA COA/Part 107 waiver- permitted law enforcement response, law enforcement is 
also restricted from using UAS to fly over or near the following locations: 

• Stadiums and Sporting Events; 
• Near Airports; and 
• Emergency and Rescue Operations (wildfires and hurricanes). 

Policy 611 “Privacy Considerations,” outlines several other protocols for mitigating 
against privacy abuse: 

BPD UAS mutual assistance personnel must adhere to FAA altitude guidelines – flying 
below 400 feet helps to ensure that UAS is not used for surveilling overly large 
geographic areas; BPD will use UAS to focus on specific areas. 

BPD UAS operators shall not intentionally record or transmit images of any location 
where a person would have a reasonable expectation of privacy (e.g. residence, yard, 
enclosure, place of worship, medical provider’s office). 

Mutual assistance operators and observers shall take reasonable precautions, such as 
turning imaging devices away, to avoid inadvertently recording or transmitting images of 
areas where there is a reasonable expectation of privacy. 

Policy 611 “Prohibited Use” explains that: 

UAS shall not be used for the following activities: 

• To conduct random surveillance activities. 
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• To target a person based solely on individual characteristics, such as, but not 
limited to race, ethnicity, national origin, religion, disability, gender or sexual 
orientation when not connected to actual information about specific individuals 
related to criminal investigations; 

• For the purpose of harassing, intimidating, or discriminating against any individual 
or group; or 

• To conduct personal business of any type. 
 

BPD is prohibited from weaponizing any UAS.  

F. DATA TYPES AND SOURCES 
UAS will record using industry standard file types such as (e.g. jpeg, mov, mp4, 
wav or RAW). Such files may contain standard color photograph, standard color 
video, or other imaging technology such as thermal. Although UAS can transmit 
one-way audio from the operator, the UAS technology available today does not 
currently record sound. 

 

G. DATA SECURITY 
BPD takes data security seriously and safeguards UAS data by both procedural and 
technological means. The video recording function of the UAS shall be activated 
whenever the UAS is deployed. Video data will be recorded onto Secure Digital (SD) 
Cards. Any data collected by the use of a UAS should be kept by BPD minimally for 60 
days. The data should be uploaded into BPD’s evidence database and kept pursuant to 
the established retention guidelines set forth in policy 804-Records Maintenance and 
Release.  

 
H. FISCAL COST 
The only costs will be staff time, since at this time BPD is only proposing this acquisition 
for the purposes of leveraging our neighboring agencies UAS during the proposed policy 
guidelines.  Use of UAS by neighboring agencies in a mutual assistance scenario will not 
result in additional costs to the City.  

I. THIRD-PARTY DEPENDENCE AND ACCESS 
BPD is primarily reliant upon the Alameda County Sheriff’s Office (ACSO) and Oakland 
Police Department when exigent circumstances occur that warrant UAS requests. BPD 
requested and received UAS support from ACSO two times in 2021/2022. 

BPD proposes that any data collected from the UAS may be shared with the following: 

The District Attorney's Office for use as evidence to aid in prosecution, in accordance 
with laws governing evidence; 
Other law enforcement personnel as part of an active criminal investigation; 
Other third parties, pursuant to a Court Order or Search Warrant. 
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J. ALTERNATIVES 
In some instances, BPD could rely on requesting the assistance of an outside agency’s 
helicopter, which cause significant carbon emissions, especially when considering the 
footprint of a UAS.  

Another alternative is the deployment of additional police resources. The inherent 
problem with this alternative is that this may be counterproductive to the Department’s 
philosophy on de-escalation as it reduces the Department’s ability to leverage time and 
distance to reduce the likeliness of a physical or violent confrontation.  

K. EXPERIENCE OF OTHER ENTITIES 
Currently, in Alameda County, the following cities have UAS programs, The Alameda 
County Sheriff’s Office, the Oakland Police Department, Fremont Police Department, 
Hayward Police Department, and Newark Police Department. At the time of publication, 
the author had not received a response from Oakland and Fremont Police Departments.  

Alameda County Sheriff’s Office 

A Alameda County Sheriff’s Office representative indicated the only financial burden is 
the changing technology every 12-18 months, including improved batteries and cameras 
that require possible updates. 

In 2015 when the Sheriff’s Office proposed the use of UAS’ to the Board of Supervisors, 
several community groups expressed opposition due to the fear of an invasion of privacy 
and spying on the public. Since the approval by the Board of Supervisors, ACSO created 
a website for the public to voice their complaints. As of January 2023, they have 
received one complaint from a community member in Alameda County. That specific 
complaint was deemed not relate to ACSO UAS.  

No community costs. No unintended video was captured, and if it was, it would be 
deleted per their policy. 

Successes in their program were described as follows: 

1) Community and Officers are Safer 
2) UAVs contributed to the arrest of fleeing suspects  
3) Reported Missing Person suffering from a Health Condition (Alzheimer’s) have been 

located 
4) Documenting crime scenes are conducted more efficiently and conducted in a 

shorter time 
  

No noted failures to date from the program that were reported to Berkeley Police 
Department.  
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Hayward Police Department 

Hayward Police Department did not have any unintended financial burdens.  Their initial 
drone purchase (4 drones) was budgeted, and they also have a CIP (Capitol 
Improvement Budget) item where every three years they get $50,000 to purchase new 
drones as new equipment becomes available or just as a replacement plan. 

Hayward Police Department did not report any unintended community costs or backlash. 
Hayward Police Department reported that since the program began, it’s paid dividends 
past what they thought it would.  For instance, a lieutenant with Hayward Police 
Department stated that several drone deployments have resulted in a significant risk 
reduction when trying to stabilize potentially critical incidents.   

Hayward Police Department held two community meetings (separate from the council 
sessions) and had an outside agency bring a done, and they included an educational 
training for all persons who attended.  This is believed to have mitigated many issues 
(and educated the city council members as well), which addressed many of the initial 
concerns.  Hayward Police Department also worked closely with ACSO to craft their 
policy and create their program. Hayward Police Department has deployed their UAS 
approximately 75 times since March of 2022 with 0 citizen complaints.    

 

Newark Police Department 

Newark Police Department reported no unintended financial burdens associated with the 
UAS. Newark Police Department spent $1,200 to purchase a drone from BestBuy, which 
came from their organization’s operating funds. Newark Police Department obtained a 
grant which funded the purchase of three additional drones at a cost of $30,000. 

Newark Police Department has not had any unintended community costs or backlash. 
Newark Police Department has a community academy in which the Department provides 
training on the program and the uses associated with the UAS.  

Newark Police Department reported that the program had the unintended benefit of 
working more closely with ACSO and Fremont, garnering a better working relationship 
which was unanticipated.  

Newark Police Department used many of the processes that ACSO used in creating 
their UAS program.  Newark Police Department relied heavily on the policies and 
practices developed by Alameda County Sheriff’s Office due to their very robust input 
from various stakeholders. This helped create a solid foundation they could build upon. 
From this, they have succeeded in the creation and implementation of their UAS 
program.  
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Office of the City Manager

2180 Milvia Street, Berkeley, CA 94704 ● Tel: (510) 981-7000 ● TDD: (510) 981-6903 ● Fax: (510) 981-7099
E-Mail: manager@CityofBerkeley.info  Website: http://www.CityofBerkeley.info/Manager

ACTION CALENDAR
November 3, 2022

To: Honorable Mayor and Members of the City Council

From: Dee Williams-Ridley, City Manager

Submitted by: Jennifer Louis, Interim Chief of Police
Liam Garland, Director of Public Works
LaTanya Bellow, Deputy City Manager

Subject: Resolution Accepting the Annual Surveillance Technology Reports for 
Automatic License Plate Readers, GPS Trackers, Body Worn Cameras, 
Unmanned Aerial Vehicles (UAV’s) and the Street Level Imagery Project 
Pursuant to Chapter 2.99 of the Berkeley Municipal Code

RECOMMENDATION
Adopt a Resolution Accepting the Surveillance Technology Report for Automatic 
License Plate Readers, GPS Trackers, Body Worn Cameras, Unmanned Aerial 
Vehicles (UAV’s) and the Street Level Imagery Project Pursuant to Chapter 2.99 of the 
Berkeley Municipal Code.

FISCAL IMPACTS OF RECOMMENDATION
There are no fiscal impacts associated with adopting the attached resolution.  

CURRENT SITUATION AND ITS EFFECTS
On March 27, 2018, the City Council adopted Ordinance 7,592-N.S., adding Chapter 2.99 
to the Berkeley Municipal Code, which is also known as the Surveillance Technology Use 
and Community Safety Ordinance (“Ordinance”).  The purpose of the Ordinance is to 
provide transparency surrounding the use of surveillance technology, as defined by 
Section 2.99.020 in the Ordinance, and to ensure that decisions surrounding the 
acquisition and use of surveillance technology consider the impacts that such technology 
may have on civil rights and civil liberties.  Further, the Ordinance requires that the City 
evaluate all costs associated with the acquisition of surveillance technology and regularly 
report on their use. 

The Ordinance imposes various reporting requirements on the City Manager and staff. 
The purpose of this staff report and attached resolution is to satisfy the annual reporting 
requirement as outlined in Section 2.99.070.  

One of the reporting categories of the surveillance technology use is whether 
complaints have been received by the community about the various technologies.  To 
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date Berkeley Police Department Internal Affairs Bureau (IAB) has not received any 
external personnel complaints surrounding these technologies.  External complaints 
from community members can be made in writing, via email, in person or via telephone.  
Complaints can be received with direct communication to Internal Affairs from the 
complainant and/or be received by any member of the Department and then forwarded 
through the chain of command.  If a community member initiates a complaint against a 
subject employee and during the investigation it is determined the subject employee 
violated policy regarding the misuse of technology, an additional complaint is initiated by 
the Chief of Police.

Community members also have the right to initiate complaints against employees of 
BPD by reporting directly to the Police Accountability Board (PAB).  The Director of 
Police Accountability notifies the Chief of Police when an investigation into a complaint 
is initiated by the PAB, which would prompt a parallel IAB investigation.  

Attached to this staff report are Surveillance Technology Reports for Automatic License 
Plater Readers, GPS Trackers, Body Worn Cameras, and the Street Level Imagery 
Project. Additionally, this year the Berkeley Police Department had three exigent uses 
pursuant to BMC 2.99.040 in which the City Manager authorized the Police Department 
to temporarily use an Unmanned Aerial Vehicle, commonly referred to as a drone, for 
critical incidents. These incidents were reported by the City Manager to Council pursuant 
to 2.99.040(2) and are included in this annual report pursuant to BMC 2.99.040(3).  At 
this time the Berkeley Police Department does not intend to acquire this technology but 
is actively consulting with the City Attorney’s Office regarding developing a Use Policy.   

BACKGROUND
On March 27, 2018, the City Council adopted Ordinance 7,592-N.S., adding Chapter 2.99 
to the Berkeley Municipal Code, which is also known as the Surveillance Technology Use 
and Community Safety Ordinance.  Section 2.99.070 of the Ordinance requires that the 
City Manager must submit to the City Council a Surveillance Technology Report as 
defined by Section 2.99.020(2) of the Ordinance at the first regular City Council meeting 
in November.

For each of the four technologies, the Surveillance Technology Reports were prepared to 
satisfy the specific, section-by-section requirements of the Ordinance, and are attached 
to this report. Also attached is the Surveillance Technology Report for the temporary uses 
of an Unmanned Aerial Vehicle commonly referred to as a drone pursuant to BMC 
2.99.040.

The Surveillance Technology Use Policy for ALPR technology was unanimously 
adopted at Council on September 13th, 2022 under Resolution 70,524_N.S..
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ENVIRONMENTAL SUSTAINABILITY AND CLIMATE IMPACTS
There are no identifiable environmental effects or opportunities associated with the 
content of this report.

RATIONALE FOR RECOMMENDATION
City Council is being requested to adopt the attached resolution for the City to be in 
compliance with the Ordinance. 

ALTERNATIVE ACTIONS CONSIDERED
City Council could decide not to adopt the resolution. 

CONTACT PERSON
Jennifer Louis, Interim Chief of Police, (510) 981-5700
LaTanya Bellow, Deputy City Manager, (510) 981-7012

ATTACHMENTS
1. Resolution

2. Body Worn Cameras
a) Surveillance Technology Report: Body Worn Cameras
b) Retention Schedule

3. Global Positioning System (GPS) Tracking Devices
Surveillance Technology Report

4. Automated License Plate Readers
Surveillance Technology Report

5. Street Level Imagery Project
Surveillance Technology Report

6. Unmanned Aerial Vehicle (UAV’s)
Surveillance Technology Report
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RESOLUTION NO. XX,XXX-N.S.

ACCEPTING THE SURVEILLANCE TECHNOLOGY REPORT FOR AUTOMATIC 
LICENSE PLATE READERS, GPS TRACKERS, BODY WORN CAMERAS, 
UNMANNED AERIAL VEHICLES (UAV’S) AND THE STREET LEVEL IMAGERY 
PROJECT

WHEREAS, on March 27, 2018, the City Council adopted Ordinance 7,592-N.S., which 
is known as the Surveillance Technology Use and Community Safety Ordinance 
(“Ordinance”); and 

WHEREAS, Section 2.99.070 of the Ordinance requires that the City Manager must 
submit to the City Council a Surveillance Technology Report as defined by Section 
2.99.020(2) of the Ordinance at the first regular City Council meeting in November; and

WHEREAS, the Surveillance Technology Reports satisfy the requirements of the 
Ordinance.

NOW THEREFORE, BE IT RESOLVED by the Council of the City of Berkeley that the 
Council hereby accepts the Surveillance Technology Reports for Automatic License Plate 
Readers, GPS Trackers, Body Worn Cameras, Unmanned Aerial Vehicles (UAV’s) and 
the Street Level Imagery Project.  
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ORDINANCE NO. 7,592–N.S.

ADDING CHAPTER 2.99 TO THE BERKELEY MUNICIPAL CODE, ACQUISITION 
AND USE OF SURVEILLANCE TECHNOLOGY

BE IT ORDAINED by the Council of the City of Berkeley as follows: 

Section 1. Title
This ordinance shall be known as the Surveillance Technology Use and Community 
Safety Ordinance.

Section 2. That Chapter 2.99 is hereby added to the Berkeley Municipal Code to read as 
follows:

Chapter 2.99

Acquisition and Use of Surveillance Technology

2.99.010 Purposes
2.99.020 Definitions
2.99.030 City Council Approval Requirement
2.99.040 Temporary Acquisition and Use of Surveillance Equipment
2.99.050 Compliance for Existing Surveillance Technology
2.99.060 Determination by City Council that Benefits Outweigh 

Costs and Concerns
2.99.070 Oversight Following City Council Approval
2.99.080 Public Access to Surveillance Technology Contracts
2.99.090 Enforcement
2.99.100 Whistleblower Protections
2.99.110 Severability

2.99.010 Purposes
A. Through the enactment of this Chapter, the City seeks to establish a thoughtful
process regarding the procurement and use of Surveillance Technology that carefully
balances the City’s interest in protecting public safety with its interest in protecting the
privacy and civil rights of its community members.
B. Transparency is essential when the City is considering procurement and use of
Surveillance Technology.
C. Although such technology may be beneficial to public order and safety, it has the
potential to put both privacy and civil liberties at risk.
D. Decisions relating to Surveillance Technology should occur with strong
consideration of the impact such technologies may have on civil rights and civil
liberties, as with all rights guaranteed by the California and United States
Constitutions.
E. Surveillance Technology may involve immediate, as well as ongoing, financial costs.
Before the City acquires any Surveillance Technology, it must evaluate all costs
associated with the procurement, installation, use and maintenance of the technology.
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F. Decisions regarding whether and how Surveillance Technologies should be funded, 
acquired, or used should be governed by the City Council as the elected 
representatives of the City.
G. In addition to applicable local, state, and federal law, legally enforceable 
safeguards, including robust transparency, oversight, and accountability 
measures, are important in the protection of civil rights and civil liberties.
H. Data reporting measures will enable the City Council and public to confirm that 
mandated civil rights and civil liberties safeguards have been strictly observed.

2.99.020 Definitions
The following definitions apply to this Chapter:

1. “Surveillance Technology” means an electronic device, system utilizing an electronic 
device, or similar technological tool used, designed, or primarily intended to collect 
audio, electronic, visual, location, thermal, olfactory, biometric, or similar information 
specifically associated with, or capable of being associated with, any individual or group. 
Examples of covered Surveillance Technology include, but are not limited to: cell site 
simulators (Stingrays); automatic license plate readers; body worn cameras; gunshot 
detectors (ShotSpotter); facial recognition software; thermal imaging systems, except 
as allowed under Section 2(d); social media analytics software; gait analysis software; 
and video cameras that record audio or video and can remotely transmit or can be 
remotely accessed. 

“Surveillance Technology” does not include the following devices or hardware, unless 
they have been equipped with, or are modified to become or include, a Surveillance 
Technology as defined in Section 2 (above):

a. Routine office hardware, such as televisions, computers, and printers, that is in 
widespread public use and will not be used for any surveillance functions;
b. Handheld Parking Citation Devices, that do not automatically read license plates;
c. Manually-operated, portable digital cameras, audio recorders, and video 
recorders that are not to be used remotely and whose functionality is limited to 
manually capturing, viewing, editing and downloading video and/or audio recordings, 
but not including body worn cameras;
d. Devices that cannot record or transmit audio or video or be remotely accessed, such 
as image stabilizing binoculars or night vision goggles or thermal imaging cameras used 
for fire operations, search and rescue operations and missing person searches, and 
equipment used in active searches for wanted suspects;
e. annually-operated technological devices that are not designed and will not be used 
to surreptitiously collect surveillance data, such as two-way radios,
email systems and city-issued cell phones;
f. Municipal agency databases;
g. Medical equipment used to diagnose, treat, or prevent disease or injury, 
including electrocardiogram machines;
h. Cybersecurity capabilities, technologies and systems used by the City of Berkeley 
Department of Information Technology to predict, monitor for, prevent, and protect 
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technology infrastructure and systems owned and operated by the City of Berkeley from 
potential cybersecurity events and cyber-forensic based investigations and 
prosecutions of illegal computer based activity;
i. Stationary security cameras affixed to City property or facilities.

2. “Surveillance Technology Report” means an annual written report by the City 
Manager covering all of the City of Berkeley’s Surveillance Technologies that includes 
all of the following information with regard to each type of Surveillance Technology:

a. Description: A description of all non-privileged and non-confidential information 
about use of the Surveillance Technology, including but not limited to the quantity of 
data gathered and sharing of data, if any, with outside entities. If sharing has occurred, 
the report shall include general, non-privileged and non- confidential information about 
recipient entities, including the names of the entities and purposes for such sharing;
b. Geographic Deployment: Where applicable, non-privileged and non- confidential 
information about where the surveillance technology was deployed geographically;
c.  Complaints: A summary of each complaint, if any, received by the City about 
the Surveillance Technology;
d. Audits and Violations: The results of any non-privileged internal audits, any 
information about violations or potential violations of the Surveillance Use Policy, and 
any actions taken in response;
e. Data Breaches: Non-privileged and non-confidential information about any data 
breaches or other unauthorized access to the data collected by the surveillance 
technology, including information about the scope of the breach and the actions taken in 
response;
f. Effectiveness: Information that helps the community assess whether the Surveillance 
Technology has been effective in achieving its identified outcomes;
g. Costs: Total annual costs for the Surveillance Technology, including personnel and 
other ongoing costs.

3. “Surveillance Acquisition Report” means a publicly-released written report produced 
prior to acquisition or to proposed permanent use after use in Exigent Circumstances 
pursuant to Section 2.99.040 (2), of a type of Surveillance Technology that includes the 
following:

a. Description: Information describing the Surveillance Technology and how it works, 
including product descriptions from manufacturers;
b. Purpose: Information on the proposed purposes(s) for the Surveillance 
Technology;
c. Location: The general location(s) it may be deployed and reasons for 
deployment;
d. Impact: An assessment identifying potential impacts on civil liberties and civil rights 
including but not limited to potential disparate or adverse impacts on any communities 
or groups;
e. Mitigation: Information regarding technical and procedural measures that can be 
implemented to appropriately safeguard the public from any impacts identified in 
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subsection (d);
f. Data Types and Sources: A list of the sources of data proposed to be collected, 
analyzed, or processed by the Surveillance Technology, including “open source” 
data;
g. Data Security: Information about the steps that can be taken to ensure adequate 
security measures to safeguard the data collected or generated from unauthorized 
access or disclosure;
h. Fiscal Cost: The fiscal costs for the Surveillance Technology, including initial 
purchase, personnel and other ongoing costs, including to the extent practicable costs 
associated with compliance with this and other reporting and oversight requirements, 
as well as any current or potential sources of funding;
i. Third Party Dependence and Access: Whether use or maintenance of the 
technology will require data gathered by the technology to be handled or stored by a 
third-party vendor on an ongoing basis, and whether a third-party may have access to 
such data or may have the right to sell or otherwise share the data in aggregated, 
disaggregated, raw or any other formats;
j. Alternatives: A summary and general assessment of potentially viable alternative 
methods (whether involving the use of a new technology or not), if any, considered 
before deciding to propose acquiring the Surveillance Technology. , ; and,
k. Experience of Other Entities: To the extent such information is available, a 
summary of the experience of comparable government entities with the proposed 
technology, including any unanticipated financial or community costs and benefits, 
experienced by such other entities.

4. "Surveillance Use Policy" means a publicly-released and legally-enforceable policy 
for use of each type of the Surveillance Technology that shall reflect the Surveillance 
Acquisition Report produced for that Surveillance Technology and that at a minimum 
specifies the following:

a. Purpose: The specific purpose(s) that the Surveillance Technology is 
intended to advance;
b. Authorized Use: The uses that are authorized, the rules and processes required 
prior to such use, and the uses that are prohibited;
c. Data Collection: Information collection that is allowed and prohibited. Where 
applicable, list any data sources the technology will rely upon, including “open source” 
data;
d. Data Access: A general description of the title and position of the employees 
and entities authorized to access or use the collected information, and the rules 
and processes required prior to access or use of the information, and a  description 
of any and all of the vendor’s rights to access and use, sell or otherwise share 
information for any purpose;
e. Data Protection: A general description of the safeguards that protect information 
from unauthorized access, including encryption and access control mechanisms, and 
safeguards that exist to protect data at the vendor level;
f. Civil Liberties and Rights Protection: A general description of the safeguards that 
protect against the use of the Surveillance Technology and any data resulting from 
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its use in a way that violates or infringes on civil rights and liberties, including but not 
limited to potential disparate or adverse impacts on any communities or groups;
g. Data Retention: The time period, if any, for which information collected by the 
surveillance technology will be routinely retained, the reason such retention period is 
appropriate to further the purpose(s), the process by which the information is regularly 
deleted after that period lapses, and the specific conditions that must be met to retain 
information beyond such period;
h. Public Access: How collected information may be accessed or used by 
members of the public;
i. Third Party Data Sharing: If and how other City or non-City Entities can access or 
use the information, including any required justification or legal standard necessary to 
do so and any obligations imposed on the recipient of the information;
j. Training: Training required for any employee authorized to use the 
Surveillance Technology or to access information collected;
k. Auditing and Oversight: Mechanisms to ensure that the Surveillance Use Policy is 
followed, technical measures to monitor for misuse, and the legally enforceable sanctions 
for intentional violations of the policy; and
l. Maintenance: The mechanisms and procedures to ensure maintenance of the 
security and integrity of the Surveillance Technology and collected information.

5. “Exigent Circumstances” means the City Manager’s good faith belief that an 
emergency involving imminent danger of death or serious physical injury to any person, 
or imminent danger of significant property damage, requires use of the Surveillance 
Technology or the information it provides.

2.99.030 City Council Approval Requirement
1. The City Manager must obtain City Council approval, except in Exigent 
Circumstances, by placing an item on the Action Calendar at a duly noticed meeting of 
the City Council prior to any of the following:

a. Seeking, soliciting, or accepting grant funds for the purchase of, or in-kind or other 
donations of, Surveillance Technology;
b. Acquiring new Surveillance Technology, including but not limited to procuring such 
technology without the exchange of monies or consideration;
c. Using new Surveillance Technology, or using Surveillance Technology 
previously approved by the City Council for a purpose, or in a manner not 
previously approved by the City Council; or
d. Entering into an agreement with a non-City entity to acquire, share or 
otherwise use Surveillance Technology or the information it provides, or  
expanding a vendor’s permission to share or otherwise use Surveillance 
Technology or the information it provides.

2. The City Manager must present a Surveillance Use Policy for each Surveillance 
Technology to the Police Review Commission, prior to adoption by the City Council. The 
Police Review Commission shall also be provided with the corresponding Surveillance 
Acquisition Report that had been presented to council for that Surveillance Technology. 
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No later than 30 days after receiving a Surveillance Use Policy for review, the Police 
Review Commission must vote to recommend approval of the policy, object to the 
proposal, recommend modifications, or take no action. Neither opposition to approval of 
such a policy, nor failure by the Police Review Commission to act shall prohibit the City 
Manager from proceeding with its own review and potential adoption.

3. The City Manager must submit for review a Surveillance Acquisition Report and 
obtain City Council approval of a Surveillance Use Policy prior to engaging in any of the 
activities described in subsection (1) (a)-(d).

2.99.040 Temporary Acquisition and Use of Surveillance Equipment
Notwithstanding the provisions of this Chapter, the City Manager may borrow, acquire 
and/or temporarily use Surveillance Technology in Exigent Circumstances without 
following the requirements in Sections 2.99.030 and 2.99.040. However, if the City 
Manager borrows, acquires or temporarily uses Surveillance Technology in Exigent 
Circumstances he or she must take all of the following actions:

1. Provide written notice of that acquisition or use to the City Council within 30 days 
following the commencement of such Exigent Circumstance, unless such 
information is confidential or privileged;
2. If it is anticipated that the use will continue beyond the Exigent Circumstance, submit 
a proposed Surveillance Acquisition Report and Surveillance Use Policy, as applicable, 
to the City Council within 90 days following the borrowing, acquisition or temporary use, 
and receive approval, as applicable, from the City Council pursuant to Sections 
2.99.030 and 2.99.040; and
3. Include the Surveillance Technology in the City Manager’s next annual Surveillance 
Technology Report.

2.99.050 Compliance for Existing Surveillance Technology
The City Manager shall submit to the Action Calendar for the first City Council meeting 
in November of 2018, a Surveillance Acquisition Report and a proposed Surveillance 
Use Policy for each Surveillance Technology possessed or used prior to the effective 
date of this ordinance.

2.99.060 Determination by City Council that Benefits Outweigh Costs and 
Concerns
The City Council shall only approve any action described in Section 2.99.030, 2.99.040, 
or Section 2.99.050 of this Chapter after making a determination that the benefits to the 
community of the Surveillance Technology, used according to its Surveillance Use 
Policy, outweigh the costs; that the proposal will appropriately safeguard civil liberties 
and civil rights to the maximum extent possible while serving its intended purposes; and 
that, in the City Council’s judgment, no feasible alternative with similar utility and a lesser 
impact on civil rights or civil liberties could be implemented.

2.99.070 Oversight Following City Council Approval
The City Manager must submit to the Council Action Calendar a written Surveillance 
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Technology Report, covering all of the City’s Surveillance Technologies, annually at the 
first regular Council meeting in November. After review of the Surveillance Technology 
Report, Council may make modifications to Surveillance Use Policies.

2.99.080 Public Access to Surveillance Technology Contracts
To the extent permitted by law, the City shall continue to make available to the public all 
of its surveillance-related contracts, including related non-disclosure agreements, if any.

2.99.090 Enforcement
This Chapter does not confer any rights upon any person or entity other than the City 
Council to cancel or suspend a contract for a Surveillance Technology. The Chapter does 
not provide a private right of action upon any person or entity to seek injunctive relief 
against the City or any employee unless that person or entity has first provided written 
notice to the City Manager by serving the City Clerk, regarding the specific alleged 
violations of this Chapter. If a specific alleged violation is not remedied within 90 days of 
that written notice, a person or entity may seek injunctive relief in a court of competent 
jurisdiction. If the alleged violation is substantiated and subsequently cured, a notice  shall 
be posted in a conspicuous manner on the City’s website that describes, to the extent 
permissible by law, the corrective measures taken to address the violation. If it is shown 
that the violation is the result of arbitrary or capricious action by the City or an employee 
or agent thereof in his or her official capacity, the prevailing complainant in an action for 
relief may collect from the City reasonable attorney’s fees in an amount not to exceed 
$15,000 if he or she is personally obligated to pay such fees.

2.99.100 Whistleblower Protections
All provisions of Berkeley’s Protection of Whistleblowers Workplace Policy, as 
promulgated by the City Manager on November 2, 2016 and including any updates or 
replacements thereto, shall apply. 

2.99.110 Severability
If any word, phrase, sentence, part, section, subsection, or other portion of this Chapter, 
or any application thereof to any person or circumstance is declared void, 
unconstitutional, or invalid for any reason, then such word, phrase, sentence, part, 
section, subsection, or other portion, or the prescribed application thereof, shall be 
severable, and the remaining provisions of this Chapter, and all applications thereof, not 
having been declared void, unconstitutional or invalid, shall remain in full force and effect. 
The City Council hereby declares that it would have passed this title, and each section, 
subsection, sentence, clause and phrase of this Chapter, irrespective of the fact that any 
one or more sections, subsections, sentences, clauses or phrases is declared invalid or 
unconstitutional.

Section 3. Copies of this Ordinance shall be posted for two days prior to adoption in the 
display case located near the walkway in front of Council Chambers, 2134 Martin Luther 
King Jr. Way. Within 15 days of adoption, copies of this Ordinance shall be filed at each 
branch of the Berkeley Public Library and the title shall be published in a newspaper of 
general circulation.
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At a regular meeting of the Council of the City of Berkeley held on March 13, 2018, 
this Ordinance was passed to print and ordered published by posting by the following 
vote:

Ayes: Bartlett, Davila, Droste, Hahn, Harrison, Maio, Wengraf, Worthington and 
Arreguin.

Noes: None.

Absent: None.
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Surveillance Technology Report: Body Worn Cameras

October 1, 2021 – Sept. 30, 2022

Description A description of all non-privileged and non-confidential information about use of the Surveillance Technology, 
including but not limited to the quantity of data gathered and sharing of data, if any, with outside entities. If 
sharing has occurred, the report shall include general, non-privileged and non-confidential information about 
recipient entities, including the names of the entities and purposes for such sharing.

Body Worn Cameras are used to capture video recordings of contacts between 
department personnel and the public, to provide an objective record of these events. 
These recording are used in support of criminal prosecutions, to limit civil liability, increase 
transparency and enhance professionalism and accountability in the delivery of police 
services to the community. Body Worn Camera (BWC) files are shared with the Alameda 
County District Attorney’s office in support of prosecution for crime, and may be shared 
with other law enforcement agencies to support criminal investigations.

Policy regarding activation of the Body Worn Camera BPD Policy 425.7

Members shall activate the BWC as required by this policy in (a)-(f) below, and may 
activate the BWC at any time the member believes it would be appropriate or valuable to 
record an incident within the limits of privacy described herein.

The BWC shall be activated in any of the following situations:
(a) All in-person enforcement and investigative contacts including pedestrian stops 
and field interview (FI) situations.
(b) Traffic stops including, but not limited to, traffic violations, stranded motorist 
assistance and all crime interdiction stops.
(c) Self-initiated field contacts in which a member would normally notify the
Communications Center.
(d) Any search activity, including the service of search or arrest warrants; 
probation, parole, or consent searches where the member is seeking evidence of 
an offense, or conducting a safety sweep or community caretaking sweep of the 
premises. Once a location has been secured and the member is not interacting 
with detainees or arrestees, the member may mute their BWC when conducting a 
search for evidence.
(e) Any other contact that the member determines has become adversarial after 
the initial contact in a situation where the member would not otherwise activate 
BWC recording.
(f) Transporting any detained or arrested person and where a member facilitates 
entry into or out of a vehicle, or any time the member expects to have physical 
contact with that person.    

What data is captured by this technology:

BWC use is limited to enforcement and investigative activities involving members of the 
public. The BWC recordings will capture video and audio evidence for use in criminal 
investigations, administrative reviews, training, civil litigation, and other proceedings 
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protected by confidentiality laws and department policy. Improper use or release of BWC 
recordings may compromise ongoing criminal and administrative investigations or violate 
the privacy rights of those recorded and is prohibited.

How the data is stored:

BWC videos are stored on a secure server.   All BWC data will be uploaded and stored on 
Axon Cloud Services, Evidence.com.  Axon complies with the EU-U.S. Privacy Shield 
Framework and the Swiss-U.S. Privacy Shield Framework as set forth by the U.S. 
Department of Commerce regarding the collection, use, and retention of personal 
information transferred from the European Union and Switzerland to the United States 
(collectively, “Privacy Shield”). Axon has certified to the U.S. Department of Commerce 
that it adheres to the Privacy Shield Principles.

Retention period of data:

See attached retention schedule.

Summary of Body Worn Camera Videos Uploaded Oct. 1, 2021 to Sept. 30, 2022:

Total Number of Videos 64,688
Total Hours of Videos 17,520
Total GB of BWC Videos 30,420

Summary of Digital Evidence Uploaded, Oct. 1, 2021 to Sept. 30, 2022:

Type File Count
Audio 8,425
Document 1,804
Image 496,694
Other 2,807
Video* 79,303
Total 138,716

* Includes all uploaded BWC videos and all other videos booked into the evidence management system. Other 
videos include iPhone videos uploaded, security camera video, copies of BWC videos (for redaction, etc.), and 
any other videos.

Geographic 
Deployment

Where applicable, non-privileged and non-confidential information about where the surveillance technology 
was deployed geographically. 

Body Worn Cameras are worn by all BPD uniformed officers city-wide at all times; BWC’s 
are not deployed based on geographic considerations. 

Complaints A summary of each complaint, if any, received by the City about the Surveillance Technology. 

There have been no complaints about the deployment and use of Body Worn Cameras. 
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Audits and 
Violations 

The results of any non-privileged internal audits, any information about violations or potential violations of the 
Surveillance Use Policy, and any actions taken in response. 

File meta-data are routinely reviewed by our BWC manager, to ensure required metadata 
fields are completed. There have been no complaints with regards to violations of the 
Surveillance Use Policy. 

Data Breaches Non-privileged and non-confidential information about any data breaches or other unauthorized access to the 
data collected by the surveillance technology, including information about the scope of the breach and the 
actions taken in response. 

There have been no known data breaches or other unauthorized access to BWC data. 

Effectiveness Information that helps the community assess whether the Surveillance Technology has been effective in 
achieving its identified outcomes. 

Body Worn Cameras have proven effective in supporting criminal prosecutions, as video 
footage is available for all criminal prosecutions. Body Worn Cameras have been effective 
for training purposes, as footage can be reviewed in incident de-briefs. Body Worn 
Cameras have been extremely effective in support of Internal Affairs investigations and 
Use of Force Review. 

Costs Total annual costs for the Surveillance Technology, including personnel and other ongoing costs. 

The annual cost for the Body Worn Cameras, including cameras, replacement cameras, 
software, and Axon’s secure digital evidence management system is $222,442 per year 
over a five-year, $1,112,213 contract.  There is one full-time employee assigned to the 
BWC program, an Applications Programmer Analyst II, at a cost of $168,940 per year, 
including benefits.
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Surveillance Technology Report: Global Positioning System Tracking Devices

October 1, 2021 – Sept. 30, 2022

Description A description of all non-privileged and non-confidential information about use of the Surveillance Technology, 
including but not limited to the quantity of data gathered and sharing of data, if any, with outside entities. If 
sharing has occurred, the report shall include general, non-privileged and non-confidential information about 
recipient entities, including the names of the entities and purposes for such sharing.

Global Positioning System Trackers are used to track the movements of vehicles, bicycles, 
other items, and/or individuals. 

What data is captured by this technology:
A GPS Tracker data record consists of date, time, latitude, longitude, map address, and 
tracker identification label.  The data does not contain any images, names of subjects, 
vehicle information or other identifying information on individuals.

How the data is stored:
The data from the GPS tracker is encrypted by the vendor.  The data is only accessible 
through a secure website to BPD personnel who have been granted security access. 

Retention period of data:
Tracker data received from the vendor shall be kept in accordance with applicable laws, 
BPD policies that do not conflict with applicable law or court order, and/or as specified in 
a search warrant.

The Global Positioning System “Electronic Stake Out” (ESO) devices were not deployed 
during this reporting period. This program was suspended in mid-March 2020 due to the 
COVID-19 pandemic. In June of 2022, we renewed our service with the company and paid 
for new updated equipment with the intent of restarting the program. The program was 
not reimplemented during the dates specific to this report.

GPS “Slap-N-Track” (SNT) devices were used in three separate investigations during this 
reporting period: 

(1)  An investigation into individuals for their involvement in shootings that 
occurred in Berkeley. The case resulted in the arrest of two individuals involved 
in the shootings and the recovery of 2 rifles and 4 handguns.

(2)  An investigation into individuals involved in a shooting that occurred in 
Berkeley. The case resulted in 2 individuals being arrested for their involvement 
in the shooting and the recovery of gun parts, ammunition and various drugs.

(3) An investigation into an armed robbery and shooting that occurred in 
Berkeley. The case resulted in the recovery of 1 shotgun, 2 handguns and drugs. 
The suspect currently has an outstanding warrant for his arrest. 

Data may be shared with the District Attorney’s Office for use as evidence to aid in 
prosecution, in accordance with laws governing evidence; other law enforcement 

Page 16 of 27Page 210 of 222

Page 218



  
ATTACHMENT 3

Page 2
personnel as a part of an active criminal investigation; and other third parties, pursuant 
to a court order.  

Geographic 
Deployment

Where applicable, non-privileged and non-confidential information about where the surveillance technology was 
deployed geographically.

GPS SNT devices are deployed with judicial pre-approval, based on suspect location, 
rather than geographical consideration.

Complaints A summary of each complaint, if any, received by the City about the Surveillance Technology.

There were no complaints made regarding GPS Trackers.

Audits and 
Violations

The results of any non-privileged internal audits, any information about violations or potential violations of the 
Surveillance Use Policy, and any actions taken in response.

There were no audits and no known violations relating to GPS Trackers.

Data 
Breaches

Non-privileged and non-confidential information about any data breaches or other unauthorized access to the 
data collected by the surveillance technology, including information about the scope of the breach and the 
actions taken in response.

There were no known data breaches relating to GPS Trackers.
Effectiveness Information that helps the community assess whether the Surveillance Technology has been effective in 

achieving its identified outcomes.

The GPS ESO trackers were not used during this time period. The program was suspended 
in mid-March 2020 due to the COVID-19 pandemic. Our subscription was renewed and 
we upgraded our equipment. We have not used them during this reporting period. 

GPS SNT trackers are effective in that they provide invaluable information on suspect 
vehicle location during the investigation of complex cases where suspects may be moving 
around the Bay Area and beyond.   

GPS Trackers greatly reduce costs associated with surveillance operations. A bike may be 
left for days. Surveillance operations generally involve four or more officers for the entire 
duration of an operation. A moving surveillance is extremely resource-intensive, 
requiring multiple officers in multiple vehicles for extended periods of time. Using both 
types of GPS trackers eliminates the need for officers’ immediate presence until officers 
are ready to apprehend the suspect(s). 

Costs Total annual costs for the Surveillance Technology, including personnel and other ongoing costs.

The annual cost for the GPS “Slap-N-Track” (SNT) data service is $1,800. 

The annual cost for the GPS “Electronic Stake Out” (ESO) devices this year was $2,353.85. 
This was to upgrade our devices and for three years of tracking service for the devices.

There are staff time costs associated with preparing and placing SNT trackers. The 
investigator must prepare a search warrant and obtain a judge’s approval, and a small 
number of officers must place the tracker on the suspect’s car. The total number of hours 
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is a fraction of the time it would take to do a full surveillance operation involving 
numerous officers. 

There are staff time costs associated with preparing ESO trackers and placing ESO 
tracker-equipped bikes for bait bike operations. These are on the order of two-four hours 
per operation. The total number of hours is extremely small, given the large number of 
operations, and resulting arrests. 
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Surveillance Technology Report: Automated License Plate Readers

October 1, 2021 – Sept. 30, 2022

Description A description of all non-privileged and non-confidential information about use of the Surveillance Technology, 
including but not limited to the quantity of data gathered and sharing of data, if any, with outside entities. If 
sharing has occurred, the report shall include general, non-privileged and non-confidential information about 
recipient entities, including the names of the entities and purposes for such sharing.

Automated License Plate Readers (ALPRs) are used by Parking Enforcement Bureau 
vehicles for time zone parking and scofflaw enforcement. The City’s Transportation 
Division uses anonymized information for purposes of supporting the City’s Go Berkeley 
parking management program. ALPR use replaced the practice of physically “chalking” 
tires, which is no longer allowed by the courts.

What data is captured by this technology:
ALPR technology functions by automatically capturing an image of a vehicle's license 
plate, transforming that image into alphanumeric characters using optical character 
recognition software, and storing that information, along with relevant metadata (e.g. 
geo-location and temporal information, as well as data about the ALPR).

How the data is stored:
The data is stored on a secure server by the vendor.

Retention period of data:
During this reporting period collected images and metadata of hits were stored no more 
than 365 days. Metadata of reads were not stored more than 30 days. Current use 
policy adopted September 13, 2022 sets new retention periods that are now in 
effect.

Summary of ALPR Time Zone Enforcement Data

Read Data (only retained for 30 days per prior policy)
                There was a total of 3,117,058 reads

From 10/1/2021 to 9/30/2022
Hit Data

There were 76,650 “Hits”
34,976 “Enforced Hits” resulted in citation issuance.

1,134 “Not Enforced” valid, enforceable hits resulted in no citation issued,
based on PEO discretion.

40,540 Hits were not acted upon for a variety to reasons including but not limited to:
1) Customer comes out to move a vehicle. PEO’s are directed not to issue that 

citation.
2) Officer gets to the dashboard and sees a permit not visible from a previous 

location.
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3) Officer does a vehicle evaluation and confirms that the vehicle moved from the 
hit location (e.g. across the street within GPS range).

4) Stolen car.
5) Similar Plates.
6) 600-700 GIG cars- 100 revel scooters.
7) Officers mistakenly leave their LPR “on” collecting time zone enforcement 

data, but leave the area being enforced to drive to another location on another 
assignment, such as a traffic post at a collision scene. These hits are not 
enforced.

Genetec is the vendor for the ALPR Time Zone enforcement system. A “read” indicates 
the ALPR system successfully read a license plate. The information that is generated 
when a plate is viewed by the ALPR camera is the license plate number, state and 
geographical (GPS) location it was viewed.  A “hit” indicates the ALPR system detected a 
possible violation, which prompts the Parking Enforcement Officer to further assess the 
vehicle. At “hit” is when the “read” information is recognized as a license plate that 
matches, or does not match an entry in a list such as permit list or the stolen vehicle “hot 
list”.  In many cases, hits are “rejected” or “not enforced”, meaning no enforcement 
action is taken, because the Parking Enforcement Officer determines the vehicle has an 
appropriate placard or permit, or there is other information or assignment which 
precludes citation.

Summary of ALPR Booting Scofflaw Enforcement Data

0 vehicles booted from 10/1/21-9/30/22

The Berkeley Police Department no longer maintains the ALPR Booting Scofflaw 
Enforcement Program. The contract to provide this service became cost prohibitive and 
the city opted not to renew the contract with the vendor.  The city returned to having 
each PEO working a beat again become responsible for recognizing when a license plate 
has accumulated five or more unpaid parking tickets. 

Summary of ALPR Law Enforcement Investigative Inquiry Data

0 vehicle inquiries from 10/1/21-9/30/22

All BPD ALPR data may only be shared with other law enforcement or prosecutorial 
agencies for official law enforcement purposes, or as otherwise permitted by department 
policy and law.  All ALPR data is subject to the provisions of BPD Policy 415 - Immigration 
Law, and therefore may not be shared with federal immigration enforcement officials.

Geographic 
Deployment

Where applicable, non-privileged and non-confidential information about where the surveillance technology was 
deployed geographically.

Only Parking Enforcement Vehicles are equipped with ALPRs. ALPRs are deployed based 
on areas where there are parking time restrictions. ALPRs are not deployed based on 
geographic considerations not related to parking and scofflaw enforcement.
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Complaints A summary of each complaint, if any, received by the City about the Surveillance Technology.

There have been no complaints about the deployment and use of Automated License 
Plate Readers.

Audits and 
Violations

The results of any non-privileged internal audits, any information about violations or potential violations of the 
Surveillance Use Policy, and any actions taken in response.

There have been no complaints of violations of the ALPR Surveillance Use Policy.

Data 
Breaches

Non-privileged and non-confidential information about any data breaches or other unauthorized access to the 
data collected by the surveillance technology, including information about the scope of the breach and the 
actions taken in response.

There have been no known data breaches or other unauthorized access to Automated 
License Plate Reader data.

Effectiveness Information that helps the community assess whether the Surveillance Technology has been effective in 
achieving its identified outcomes.

ALPRs have proven effective in parking enforcement for time zone enforcement. 

ALPRs have proven effective in supporting enforcement upon vehicles which have five or 
more unpaid citations. The ALPR’s ability to read and check license plates while being 
driven greatly increases efficiency, allowing an operator to cover larger areas more 
quickly without having to stop except to confirm a hit. 

Costs Total annual costs for the Surveillance Technology, including personnel and other ongoing costs.

The annual system maintenance cost for Genetec is $51,720. This cost is borne by the 
Transportation Division, which covers warranties, support, and cellular connection costs. 

Genetec ALPR units are installed on 22 Parking Enforcement vehicles. Parking 
Enforcement personnel perform a variety of parking enforcement activities, and are not 
limited solely to time zone enforcement. Therefore, personnel costs specifically 
attributable to time zone enforcement are not tracked.
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Surveillance Technology Report: Street Level Imagery Project

October 1, 2021 – Sept. 30, 2022

Description

A description of all non-privileged and non-confidential information about the use 
of the Surveillance Technology, including but not limited to the quantity of data 
gathered and sharing of data, if any, with outside entities. If sharing has occurred, 
the report will include general, non-privileged and non-confidential information 
about recipient entities, including the names of the entities and purposes for such 
sharing.

Street level imagery is utilized exclusively by authorized City staff for infrastructure 
asset management and planning activities. The street level imagery of City 
infrastructure assets in the Public Right of Way that is provided to the City will not 
consist of information that is capable of being associated with any individual or 
group.

Geographic 
Deployment

Where applicable, non-privileged and non-confidential information about where 
the surveillance technology was deployed geographically.

Street level imagery was collected by driving through the entire community over a 
three week period. It is accessible to the City through a proprietary third-party 
application, Street SmartTM.

Complaints

A summary of each complaint, if any, received by the City about the Surveillance 
Technology.

There have been no complaints about the use of Street Smart TM. 

Audits and 
Violations

The results of any non-privileged internal audits, any information about violations 
or potential violations of the Surveillance Use Policy, and any actions taken in 
response.

There have been no complaints with regards to violations of the Surveillance Use 
Policy.

Data 
Breaches

Non-privileged and non-confidential information about any data breaches or 
other unauthorized access to the data collected by the surveillance technology, 
including information about the scope of the breach and the actions taken in 
response.

There have been no known data breaches or other unauthorized access to 
Cyclomedia Street Level Imagery data.
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Effectiveness

Information that helps the community assess whether the Surveillance 
Technology has been effective in achieving its identified outcomes.

Staff considered hiring contractors to use GPS in the field to create and update the 
infrastructure asset GIS data. This method is costly and time consuming. 
Cyclomedia’s unique and patented processing techniques allow positionally-
accurate GIS data to be collected in a cost-effective way and over a shorter period 
of time than a “boots on the ground” GPS field survey. 

The Imagery extracted the following Citywide Infrastructure assets to create 
accurate and current Geographic Information Systems (GIS) data inventories:

• Bus pads / stops                                                        • Pavement marking 
• Maintenance Access Holes                                      • Storm drains 
• Pavement Striping                                                     • Signs 
 • Curb paint color                                                        • Street trees 
• Parking meters                                                           • Traffic lights
• Pedestrian Signal

The street level imagery captured was also being used to: 

Created a street sign GIS layer with condition assessment to support compliance 
with the Manual on Uniform Traffic Control Devices Code and provide an accurate 
inventory of City signs. The existing sign inventory is contained in a spreadsheet 
that does not have accurate location data. 

Created a curb color layer with condition assessment to indicate where there are 
red, yellow, blue, white and green colors. This is critical to support Public Safety. 

Created pavement striping and paint symbol layers to support Transportation 
Planning and Vision Zero.

Benefits Projected:  
The data from the street level imagery is being integrated into the City’s work 
order and asset management system for planning activities and to document 
repair and maintenance. 

Planners can use the street level imagery provided to the City to take 
measurements remotely, such as sidewalk width and public right of way impacts at 
proposed development locations.

City staff can use the street level imagery to plan the location of road markings for 
pedestrian crossings, bike lanes or other striping.
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City staff can remotely take accurate measurements of infrastructure assets to 
adequately plan for repair and replacement. 

City staff can use street level imagery to enhance community engagement.  The 
street level imagery can be used to identify and depict the impact of development 
such as an intersection restriping plan in order to article before and after 
conditions. 

Costs

Total annual costs for the Surveillance Technology, including personnel and 
other ongoing costs.

The total cost of the system is $232,611 and is itemized below.
Year 
No. Description Cost Notes

1 Licenses $48,000 Resolution No: 69,482-N.S. 30JUN20

1 Professional Services 
for asset extraction $139,401 Resolution No: 69,482-N.S. 30JUN20

2 Licenses and Support – 
One-Time $41,100 Resolution No: 70,487-N.S. 26JUL22

3 License and Support – 
Ongoing Annual Costs $4,110 Resolution No: 70,487-N.S. 26JUL22
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Surveillance Technology Report: Unmanned Aerial Equipment, Drone 

October 1, 2021 – Sept. 30, 2022

Description A description of all non-privileged and non-confidential information about use of the Surveillance Technology, 
including but not limited to the quantity of data gathered and sharing of data, if any, with outside entities. If 
sharing has occurred, the report shall include general, non-privileged and non-confidential information about 
recipient entities, including the names of the entities and purposes for such sharing.

Unmanned Aerial Vehicle (UAV) also commonly referred to as a drone are requested 
pursuant to our Mutual Assistance protocols. If a situation arises wherein the safety to 
the community, officers, or the offender can be increased through the means of de-
escalation (adding time and distance to the situation) a supervisor can make the request. 
All requests go to the Chief of Police and then escalate to the City Manager for final 
approval. During this period, on three occasions the Police Department sought mutual 
assistance for drones. 

What data is captured by this technology:
Unmanned Aerial Vehicles are owned and operated by the respective agency. While each 
piece of equipment is unique, generally UAV’s can both record video and audio, while 
transmitting the data to the operator, thereby qualifying as a piece of Surveillance 
Technology pursuant to BMC 2.99.020.  

How the data is stored:
During this reporting period Alameda County Sheriff’s Office (ACSO) assisted the Berkeley 
Police Department by providing drones on three occasions.  Per their policy, ACSO retains 
images captured during a UAV mission if there is reasonable suspicion of criminal activity.  
BPD personnel would request that evidence from ACSO if it was needed in support of 
criminal activity.  During this rating period no data was stored by BPD.  The Department 
will set storage and retention periods in a Drone Use Policy.

Retention period of data:
During this rating period no data was stored by BPD.  At this time the Berkeley Police 
Department does not intend to acquire this technology but is actively consulting with the 
City Attorney’s Office regarding developing a Drone Use Policy.  That policy, when 
complete, will include data retention.  

Summary of Uses of UAV’s

BPD Case 22-31368 (USE OF UAV)
On 07/09/22 BPD officers responded to a robbery with gunfire at 2625 
San Pablo Ave. The offenders fled into 1100 block of Carleton Street. 
Officers secured the perimeter and requested mutual assistance from the 
ACSO drone team. Officers were able to safely detain and arrest four 
suspects, and recovered four guns (2 ghost guns including a short-
barreled rifle, and 2 Glock semi-automatic firearms- all loaded). 
Subsequently the City Council was notified of the temporary use of 
surveillance technology in exigent circumstances.
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BPD Case 22-35231 (USE OF UAV)
On 08/02/22 BPD attempted to detain a person who was wanted in 
connection with a murder in another jurisdiction. The offender fled on 
foot from BPD officers. Officers secured a perimeter and requested 
mutual assistance including the request for a drone. ACSO responded 
and assisted BPD. With the assistance of the drone officers were able to 
locate the suspect in the 1100 block of Chaucer Street. No injuries were 
sustained by the officers.  The offender had minor injuries as a result of 
jumping over fences while fleeing from BPD officers, however no injuries 
were sustained from the detention and arrest. Subsequently the City 
Council was notified of the temporary use of surveillance technology in 
exigent circumstances.

Solano Stroll Event (USE OF UAV)
On September 10, 2022, Berkeley and Albany hosted the Solano Stroll 
street event.  Solano Stoll is a long-standing family event that draws tens 
of thousands to the Solano Avenue Street fair.  At the request of Albany 
PD, the Alameda County Sheriff’s Office Drone Team responded to 
conduct routine checks of the rooftops for potential shooting threats 
during the event. This was conducted to ensure the event was not 
targeted by an active shooter in public space, as was the case in Highland 
Park earlier in the year and a number of other locations in recent years. 
Subsequently the City Council was notified of the temporary use of 
surveillance technology in exigent circumstances.

Geographic 
Deployment

Where applicable, non-privileged and non-confidential information about where the surveillance technology was 
deployed geographically.

One instance it was deployed in the area of 1100 block of Carleton Street. Another 
instance it was deployed in the 1100 block of Chaucer Street. The final deployment was 
along Solano Avenue from the Berkeley/Albany border on the west to The Alameda on 
the east. 

Complaints A summary of each complaint, if any, received by the City about the Surveillance Technology.

The City received one complaint about the deployment and the use of Unmanned Aerial 
Vehicles (UAV), AKA Drones, specifically related to the Solano Stroll.

Audits and 
Violations

The results of any non-privileged internal audits, any information about violations or potential violations of the 
Surveillance Use Policy, and any actions taken in response.

The City received one complaint about the deployment of a drone at Solano Stroll not 
meeting the exigent circumstances threshold of the Surveillance Use Policy. At this time 
the Berkeley Police Department does not intend to acquire this technology but is actively 
consulting with the City Attorney’s Office regarding developing a Use Policy.  It is unclear 
from the ordinance whether an Acquisition Report is also appropriate so we began 
consulting with the City Attorney’s Office on this matter last month.    
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Data 
Breaches

Non-privileged and non-confidential information about any data breaches or other unauthorized access to the 
data collected by the surveillance technology, including information about the scope of the breach and the 
actions taken in response.

There have been no known data breaches or other unauthorized access to any of the 
data from the Unmanned Aerial Vehicles (UAV), AKA Drones.

Effectiveness Information that helps the community assess whether the Surveillance Technology has been effective in 
achieving its identified outcomes.

In two instances the use of the Unmanned Aerial Vehicles (UAV), AKA Drones led to the 
safe apprehension of violent offender(s), and in one instance aided in the safe recovery 
of four firearms, including a short-barreled assault rifle. The final instance augmented the 
police in providing a safe environment for a large-scale public gathering and ensured a 
rapidly evolving situation could be addressed with speed and precision. 

Costs Total annual costs for the Surveillance Technology, including personnel and other ongoing costs.

The annual cost for the Unmanned Aerial Vehicles (UAV), AKA Drones is zero as the uses 
were covered by the responding agencies under the Mutual Assistance agreement. The 
only costs associated is staff time at each respective incident, however no costs for the 
use of the technology was incurred. 
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2180 Milvia Street, Berkeley, CA 94704 ● Tel: (510) 981-7120 ● E-Mail: TTaplin@cityofberkeley.info

CONSENT CALENDAR
September 13, 2022

To: Honorable Mayor and Members of the City Council

From: Councilmember Taplin

Subject: Information Report Request: Alternatives to Chemical Agents for Response to 
Violent Large-Scale Crowd Scenarios

RECOMMENDATION
Direct the City Manager to study alternatives to chemical agents to improve the 
Berkeley Police Department’s ability and capacity to respond to and de-escalate large-
scale crowd scenarios, including violent militias, and return a report to the City Council 
by the end of Fiscal Year 2023.

Report should include but not be limited to the following factors:
● BPD intelligence-gathering capabilities on potentially violent large crowd 

scenarios
● BPD response protocols including procedures for protecting bystanders, peaceful 

protesters, and businesses
● Tools and tactics available for crowd control in potentially violent scenarios
● Mutual aid and support from other local/state/federal agencies
● Applicable state and federal laws on crowd control and First Amendment rights

FINANCIAL IMPLICATIONS
Staff time.

CURRENT SITUATION AND ITS EFFECTS
Planning for large-scale crowd scenarios is a Strategic Plan Priority Project, advancing 
our goal to create a resilient, safe, connected, and prepared city.

As of June 9, 2020, the City of Berkeley has prohibited the use of tear gas, pepper 
spray, smoke canisters, and other chemical agents for crowd control by the Berkeley 
Police Department and any other outside agencies providing mutual aid in Berkeley. 
This prohibition was enacted due to concerns for the health and safety of peaceful 
protesters, including permanent lung damage and the potential to exacerbate the 
COVID-19 pandemic (see Attachment 1).

In 2021, the state legislature passed Assembly Bill 48 (see Attachment 2), which 
imposed restrictions on the use of chemical agents and kinetic energy projectiles by law 
enforcement officers during protests, including requirements for de-escalation, 
prohibiting their use for dispersing crowds, and restricting their use to “objectively 
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reasonable efforts” to only target violent individuals after all other options have been 
exhausted, while also establishing public reporting requirements.

In June of 2022, the Berkeley Police Department presented to the City Council’s Public 
Safety Policy Committee on regional best practices and conformance with AB-48 (see 
Attachment 3).

In August of 2022, the Berkeley City Council was briefly scheduled to discuss potentially 
lifting the prohibition on chemical agents on a temporary basis in response to reports of 
violence at protests near People’s Park, due to concerns that the Alameda County 
Sheriff’s Office would not provide mutual aid. The meeting was canceled, and the 
prohibition remains in place.1 UCPD, which is overseeing law enforcement at the park, 
is permitted to use tear gas in limited situations under its use of force policy.2 On August 
5, 2022, the Sheriff Gregory Ahern clarified on KTVU that the Alameda County Sheriff’s 
Office would provide mutual aid to the City, not “to assist with the movement of the 
crowd.”3

Due to ongoing concerns regarding violent crowds outlined below, it is in the public 
interest to study feasible alternatives for responding to potentially violent large 
gatherings while protecting First Amendment rights, de-escalating and preventing bodily 
harm for all present pursuant to existing City of Berkeley policies.

BACKGROUND
The extreme far-right in the US has become increasingly violent since the election of 
President Donald Trump, with white supremacist propaganda and neo-Nazi rallies 
consistently condoned by the highest echelons of the Republican Party. Since former 
President Trump’s well-documented lies about election theft fomented an attempted 
insurrection and violent invasion of the US Capitol on January 6, 2021, the need to 
safeguard democratic institutions from violent extremism has only increased, as far-right 
figures have openly threatened to increase violent demonstrations while pivoting to 
more local, decentralized actions.4

Berkeley has been the site of several violent encounters with far-right militias and 
counter-protesters. On February 1, 2017, a faction of protesters opposing a UC 

1 Yelimeli, S. (Aug. 4, 2022). Berkeley City Council will not lift tear gas ban amid People’s Park protests. 
Berkeleyside. Retrieved from https://www.berkeleyside.org/2022/08/04/berkeley-city-council-will-not-lift-
tear-gas-ban-amid-peoples-park-protests 
2 https://newspack-berkeleyside-cityside.s3.amazonaws.com/wp-content/uploads/2022/08/Use_of_Force-
1.pdf 
3 KTVU. (Aug 5, 2022). People's Park project on hold; debate over tear gas in Berkeley. Retrieved from 
https://www.ktvu.com/news/peoples-park-project-on-hold-debate-over-tear-gas-in-berkeley 
4 Holt, J. (2022). After the insurrection: How Domestic Extremists Adapted and Evolved After the January 
6 US Capitol Attack. Atlantic Council. Retrieved from https://www.atlanticcouncil.org/wp-
content/uploads/2022/01/After-the-Insurrection.pdf 
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Berkeley speaking event by far-right figurehead Milo Yiannopoulos engaged in looting of 
commercial retailers and injured peaceful protesters.5 On March 4, 2017, Berkeley 
police arrested 10 individuals following violent clashes at a “March 4 Trump” rally in 
Civic Center Park where 7 were injured. In response, then-President Trump praised the 
rallies and threatened to pull federal funding from UC Berkeley.6 On April 15, 2017, 
right-wing protesters (including neo-Nazi militia groups such as Oath Keepers) and 
counter-protesters fought violently with rocks, sticks, pepper spray, and smoke bombs, 
resulting in 21 arrests and 11 injuries, including one stabbing.7

The City of Berkeley must assess its preparedness for large crowd scenarios in order to 
prevent future violence.

ENVIRONMENTAL SUSTAINABILITY AND CLIMATE IMPACTS
None.

CONTACT PERSON
Councilmember Taplin Council District 2 510-981-7120

ATTACHMENTS
1: June 9, 2020: Prohibiting Use of Chemical Agents for Crowd Control During COVID-
19 Pandemic
2: Assembly Bill 48 (2021)
3: June 6, 2022: Berkeley City Council Public Safety Policy Committee presentation

5 Bodley, M. (2017, Feb 2). At Berkeley Yiannopoulos protest, $100,000 in damage, 1 arrest. SFGate. 
Retrieved from https://www.sfgate.com/crime/article/At-Berkeley-Yiannopoulos-protest-100-000-in-
10905217.php 
6 Wang, A.B. (2017, March 5). Pro-Trump rally in Berkeley turns violent as protesters clash with the 
president’s supporters. Los Angeles Times. Retrieved from https://www.washingtonpost.com/news/post-
nation/wp/2017/03/05/pro-trump-rally-in-berkeley-turns-violent-as-protesters-clash-with-the-presidents-
supporters/ 
7 St. John, P. (2017, Apr 15). 21 arrested as hundreds of Trump supporters and counter-protesters clash 
at Berkeley rally. Retrieved from https://www.latimes.com/local/lanow/la-me-ln-berkeley-trump-rally-
20170415-story.html 
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Assembly Bill No. 48 

CHAPTER 404 

An act to amend Section 12525.2 of the Government Code, and to add 
Sections 13652 and 13652.1 to the Penal Code, relating to law enforcement. 

[Approved by Governor September 30, 2021. Filed with 
Secretary of State September 30, 2021.] 

legislative counsel’s digest 

AB 48, Lorena Gonzalez. Law enforcement: use of force. 
(1)  Existing law authorizes a peace officer to use reasonable force to 

effect the arrest, to prevent escape, or to overcome resistance. Existing law 
requires law enforcement agencies to maintain a policy on the use of force, 
as specified. Existing law requires the Commission on Peace Officer 
Standards and Training to implement courses of instruction for the regular 
and periodic training of law enforcement officers in the use of force. 

This bill would prohibit the use of kinetic energy projectiles or chemical 
agents by any law enforcement agency to disperse any assembly, protest, 
or demonstration, except in compliance with specified standards set by the 
bill, and would prohibit their use solely due to a violation of an imposed 
curfew, verbal threat, or noncompliance with a law enforcement directive. 
The bill would include in the standards for the use of kinetic energy 
projectiles and chemical agents to disperse gatherings the requirement that, 
among other things, those weapons only be used to defend against a threat 
to life or serious bodily injury to any individual, including a peace officer, 
or to bring an objectively dangerous and unlawful situation safely and 
effectively under control. The bill would define chemical agents to include, 
among other substances, chloroacetophenone tear gas or 
2-chlorobenzalmalononitrile gas. The bill would make these provisions 
inapplicable within a county jail or state prison facility. 

This bill would also require each law enforcement agency, within a 
specified timeframe, to post on their internet website a summary, as 
described, of any incident in which a kinetic energy projectile or chemical 
agent is deployed by that agency for the purpose of crowd control. The bill 
would require the Department of Justice to provide a compiled list of links 
to these reports on its internet website. 

(2)  Existing law requires each law enforcement agency to annually report 
specified use of force incidents to the Department of Justice and requires 
the Department of Justice to annually publish a summary of those incidents, 
as specified. 

This bill would require these reports to be made monthly. By imposing 
new duties on law enforcement agencies, this bill would create a 
state-mandated local program. 

  

 95 

  

Page 8 of 24

Page 238



The California Constitution requires the state to reimburse local agencies 
and school districts for certain costs mandated by the state. Statutory 
provisions establish procedures for making that reimbursement. 

This bill would provide that, if the Commission on State Mandates 
determines that the bill contains costs mandated by the state, reimbursement 
for those costs shall be made pursuant to the statutory provisions noted 
above. 

The people of the State of California do enact as follows: 

SECTION 1. Section 12525.2 of the Government Code is amended to 
read: 

12525.2. (a)  Each law enforcement agency shall monthly furnish to the 
Department of Justice, in a manner defined and prescribed by the Attorney 
General, a report of all instances when a peace officer employed by that 
agency is involved in any of the following: 

(1)  An incident involving the shooting of a civilian by a peace officer. 
(2)  An incident involving the shooting of a peace officer by a civilian. 
(3)  An incident in which the use of force by a peace officer against a 

civilian results in serious bodily injury or death. 
(4)  An incident in which use of force by a civilian against a peace officer 

results in serious bodily injury or death. 
(b)  For each incident reported under subdivision (a), the information 

reported to the Department of Justice shall include, but not be limited to, 
all of the following: 

(1)  The gender, race, and age of each individual who was shot, injured, 
or killed. 

(2)  The date, time, and location of the incident. 
(3)  Whether the civilian was armed, and, if so, the type of weapon. 
(4)  The type of force used against the officer, the civilian, or both, 

including the types of weapons used. 
(5)  The number of officers involved in the incident. 
(6)  The number of civilians involved in the incident. 
(7)  A brief description regarding the circumstances surrounding the 

incident, which may include the nature of injuries to officers and civilians 
and perceptions on behavior or mental disorders. 

(c)  Each year, the Department of Justice shall include a summary of 
information contained in the reports received pursuant to subdivision (a) 
through the department’s OpenJustice Web portal pursuant to Section 13010 
of the Penal Code. This information shall be classified according to the 
reporting law enforcement jurisdiction. In cases involving a peace officer 
who is injured or killed, the report shall list the officer’s employing 
jurisdiction and the jurisdiction where the injury or death occurred, if they 
are not the same. This subdivision does not authorize the release to the 
public of the badge number or other unique identifying information of the 
peace officer involved. 

95 
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(d)  For purposes of this section, “serious bodily injury” means a bodily 
injury that involves a substantial risk of death, unconsciousness, protracted 
and obvious disfigurement, or protracted loss or impairment of the function 
of a bodily member or organ. 

SEC. 2. Section 13652 is added to the Penal Code, to read: 
13652. (a)  Except as otherwise provided in subdivision (b), kinetic 

energy projectiles and chemical agents shall not be used by any law 
enforcement agency to disperse any assembly, protest, or demonstration. 

(b)  Kinetic energy projectiles and chemical agents shall only be deployed 
by a peace officer that has received training on their proper use by the 
Commission on Peace Officer Standards and Training for crowd control if 
the use is objectively reasonable to defend against a threat to life or serious 
bodily injury to any individual, including any peace officer, or to bring an 
objectively dangerous and unlawful situation safely and effectively under 
control, and only in accordance with all of the following requirements: 

(1)  Deescalation techniques or other alternatives to force have been 
attempted, when objectively reasonable, and have failed. 

(2)  Repeated, audible announcements are made announcing the intent to 
use kinetic energy projectiles and chemical agents and the type to be used, 
when objectively reasonable to do so. The announcements shall be made 
from various locations, if necessary, and delivered in multiple languages, 
if appropriate. 

(3)  Persons are given an objectively reasonable opportunity to disperse 
and leave the scene. 

(4)  An objectively reasonable effort has been made to identify persons 
engaged in violent acts and those who are not, and kinetic energy projectiles 
or chemical agents are targeted toward those individuals engaged in violent 
acts. Projectiles shall not be aimed indiscriminately into a crowd or group 
of persons. 

(5)  Kinetic energy projectiles and chemical agents are used only with 
the frequency, intensity, and in a manner that is proportional to the threat 
and objectively reasonable. 

(6)  Officers shall minimize the possible incidental impact of their use of 
kinetic energy projectiles and chemical agents on bystanders, medical 
personnel, journalists, or other unintended targets. 

(7)  An objectively reasonable effort has been made to extract individuals 
in distress. 

(8)  Medical assistance is promptly provided, if properly trained personnel 
are present, or procured, for injured persons, when it is reasonable and safe 
to do so. 

(9)  Kinetic energy projectiles shall not be aimed at the head, neck, or 
any other vital organs. 

(10)  Kinetic energy projectiles or chemical agents shall not be used by 
any law enforcement agency solely due to any of the following: 

(A)  A violation of an imposed curfew. 
(B)  A verbal threat. 
(C)  Noncompliance with a law enforcement directive. 

95 
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(11)  If the chemical agent to be deployed is tear gas, only a commanding 
officer at the scene of the assembly, protest, or demonstration may authorize 
the use of tear gas. 

(c)  This section does not prevent a law enforcement agency from adopting 
more stringent policies. 

(d)  For the purposes of this section, the following terms have the 
following meanings: 

(1)  “Kinetic energy projectiles” means any type of device designed as 
less lethal, to be launched from any device as a projectile that may cause 
bodily injury through the transfer of kinetic energy and blunt force trauma. 
For purposes of this section, the term includes, but is not limited to, items 
commonly referred to as rubber bullets, plastic bullets, beanbag rounds, and 
foam tipped plastic rounds. 

(2)  “Chemical agents” means any chemical that can rapidly produce 
sensory irritation or disabling physical effects in humans, which disappear 
within a short time following termination of exposure. For purposes of this 
section, the term includes, but is not limited to, chloroacetophenone tear 
gas, commonly known as CN tear gas; 2-chlorobenzalmalononitrile gas, 
commonly known as CS gas; and items commonly referred to as pepper 
balls, pepper spray, or oleoresin capsicum. 

(e)  This section does not apply within any county detention facility or 
any correctional facility of the Department of Corrections and Rehabilitation. 

SEC. 3. Section 13652.1 is added to the Penal Code, to read: 
13652.1. (a)  Each law enforcement agency shall, within 60 days of each 

incident, publish a summary on its internet website of all instances in which 
a peace officer employed by that agency uses a kinetic energy projectile or 
chemical agent, as those terms are defined in Section 13652, for crowd 
control. However, an agency may extend that period for another 30 days if 
they demonstrate just cause, but in no case longer than 90 days from the 
time of the incident. 

(b)  For each incident reported under subdivision (a), the summary shall 
be limited to that information known to the agency at the time of the report 
and shall include only the following: 

(1)  A description of the assembly, protest, demonstration, or incident, 
including the approximate crowd size and the number of officers involved. 

(2)  The type of kinetic energy projectile or chemical agent deployed. 
(3)  The number of rounds or quantity of chemical agent dispersed, as 

applicable. 
(4)  The number of documented injuries as a result of the kinetic energy 

projectile or chemical agent deployment. 
(5)  The justification for using the kinetic energy projectile or chemical 

agent, including any deescalation tactics or protocols and other measures 
that were taken at the time of the event to deescalate tensions and avoid the 
necessity of using the kinetic energy projectile or chemical agent. 

(c)  The Department of Justice shall post on its internet website a compiled 
list linking each law enforcement agency’s reports posted pursuant to 
subdivision (a). 

95 

— 4 — Ch. 404 

  

Page 11 of 24

Page 241



SEC. 4. If the Commission on State Mandates determines that this act 
contains costs mandated by the state, reimbursement to local agencies and 
school districts for those costs shall be made pursuant to Part 7 (commencing 
with Section 17500) of Division 4 of Title 2 of the Government Code. 

O 
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Berkeley Police Department
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Background

• June 2020: City Council enacts a ban on tear gas and a moratorium on City Council enacts a ban on tear gas and a moratorium on City Council enacts a ban on tear gas and a moratorium on City Council enacts a ban on tear gas and a moratorium on 

the use of smoke and pepper spray for crowdthe use of smoke and pepper spray for crowdthe use of smoke and pepper spray for crowdthe use of smoke and pepper spray for crowd----control events.control events.control events.control events.

• 2021 police reform bill AB 48 signed into law, placing restrictions on 

the types of force law enforcement can use in response to protests. 

As a general rule, the bill prohibits the use of “kinetic energy 

projectiles” and “chemical agents”  to disperse any assembly, 

protest, or demonstration, except in compliance with several 

requirements.

• January 1, 2022: AB 48 AB 48 AB 48 AB 48 codified as PC 13652 Section 2
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Balanced Approach

Important considerations as to the appropriateness of using tear gas for law 

enforcement purposes:

Does the use of tear gas have a chilling effect on Free Speech?

Is the use of tear gas reasonable?

• Is the use of tear gas excessive?

• Is there accountability/oversight in its use?

• Is current policy in alignment with AB48?

• What are regional/State best practices?

Health concerns related to smoke and pepper spray during COVID-19

• Enacted when infections were up and there was no vaccine.
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Protecting Free Speech

• History of use

• Allows for safe speech:

• Intervene at lower levels

• Mitigates co-opting of crowd by bad actors

• Gives department ability to target individuals committing crimes 

and violence

• Smaller contingent of officers able to protect large crowd
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Is the use of tear gas reasonable?

• Allows a small number of officers to regain control over a much larger Allows a small number of officers to regain control over a much larger Allows a small number of officers to regain control over a much larger Allows a small number of officers to regain control over a much larger 

violent crowd.violent crowd.violent crowd.violent crowd.

• Minimal force used:Minimal force used:Minimal force used:Minimal force used:

• Consequences and level of force are much lower than 

all other options.

• Effects are temporary.

• Effects end as soon as no longer exposed.

• Dissipates quickly.
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Accountability and Oversight

New legal requirement created by AB48 aligns with the department’s past use 

and current policy language.  Some of the legal requirements are:

• Requires de-escalation techniques or alternatives to force 

before use.

• Limits use to defend against threats to life, serious bodily injury, or 

to bring objectively dangerous and unlawful situations safely and effectively 

under control.

• Requires announcement before use.

• Requires officers to make objectively reasonable efforts to identify persons 

engaged in violent acts and target those individuals.
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Accountability and Oversight (continued)

AB48/Penal Code 13652 requirements (continued):AB48/Penal Code 13652 requirements (continued):AB48/Penal Code 13652 requirements (continued):AB48/Penal Code 13652 requirements (continued):

• MinimizeMinimizeMinimizeMinimize the possible incidental the possible incidental the possible incidental the possible incidental impactimpactimpactimpact on bystanders, medical personnel, on bystanders, medical personnel, on bystanders, medical personnel, on bystanders, medical personnel, 

journalist, or other unintended targets.journalist, or other unintended targets.journalist, or other unintended targets.journalist, or other unintended targets.

• Use must be Use must be Use must be Use must be objectively reasonable and proportional objectively reasonable and proportional objectively reasonable and proportional objectively reasonable and proportional to the threat to the threat to the threat to the threat 

(including frequency and intensity of use).(including frequency and intensity of use).(including frequency and intensity of use).(including frequency and intensity of use).

• Specifically Specifically Specifically Specifically prohibitedprohibitedprohibitedprohibited in response to verbal threats, noncompliance with in response to verbal threats, noncompliance with in response to verbal threats, noncompliance with in response to verbal threats, noncompliance with 

law enforcement directives, or curfew violations.law enforcement directives, or curfew violations.law enforcement directives, or curfew violations.law enforcement directives, or curfew violations.

• Note: AB 48 anticipates certain instances where tear gas may be reasonably Note: AB 48 anticipates certain instances where tear gas may be reasonably Note: AB 48 anticipates certain instances where tear gas may be reasonably Note: AB 48 anticipates certain instances where tear gas may be reasonably 

used and places that responsibility on the commanding officer of the event. used and places that responsibility on the commanding officer of the event. used and places that responsibility on the commanding officer of the event. used and places that responsibility on the commanding officer of the event. 
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Accountability and Oversight (continued)

• Our current Use of Force (Policy 300) and First Amendment 

Assembly (Policy 428) policies align with requirements set forth in 

Penal Code section 13652.

• Oversight is required and provided via Police Equipment and 

Community Safety Ordinance.

• If tear gas ban was removed state reporting requirements would 

require the department to publish an after-action report 

documenting the equipment’s use and the reasons for it within 60 

days of an incident.
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What is the scope of use in Berkeley?

• To resolve a situation involving an armed barricaded person (SWAT To resolve a situation involving an armed barricaded person (SWAT To resolve a situation involving an armed barricaded person (SWAT To resolve a situation involving an armed barricaded person (SWAT 

call).call).call).call).

• Respond to a medical or fire emergency, or prevent catastrophic Respond to a medical or fire emergency, or prevent catastrophic Respond to a medical or fire emergency, or prevent catastrophic Respond to a medical or fire emergency, or prevent catastrophic 

damage to critical infrastructure, where a violent crowd is present.damage to critical infrastructure, where a violent crowd is present.damage to critical infrastructure, where a violent crowd is present.damage to critical infrastructure, where a violent crowd is present.

• To protect officers or community from largeTo protect officers or community from largeTo protect officers or community from largeTo protect officers or community from large----scale violent assaults.scale violent assaults.scale violent assaults.scale violent assaults.

• To disburse a violent crowd through a minimal amount of force.To disburse a violent crowd through a minimal amount of force.To disburse a violent crowd through a minimal amount of force.To disburse a violent crowd through a minimal amount of force.
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Regional/State Best Practices

What are other agencies doing?What are other agencies doing?What are other agencies doing?What are other agencies doing?

• Oakland PD has a policy that aligns with State lawOakland PD has a policy that aligns with State lawOakland PD has a policy that aligns with State lawOakland PD has a policy that aligns with State law

• No other local agencies have bans in placeNo other local agencies have bans in placeNo other local agencies have bans in placeNo other local agencies have bans in place

• All agencies in the state are compelled to abide by the requirements All agencies in the state are compelled to abide by the requirements All agencies in the state are compelled to abide by the requirements All agencies in the state are compelled to abide by the requirements 

and protections outlined in  PC 13652.and protections outlined in  PC 13652.and protections outlined in  PC 13652.and protections outlined in  PC 13652.
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Use of smoke and pepper spray

• Smoke has been used before deploying tear gas. Although not an Smoke has been used before deploying tear gas. Although not an Smoke has been used before deploying tear gas. Although not an Smoke has been used before deploying tear gas. Although not an 

alternative, it gives the department an option to try before deploying tear alternative, it gives the department an option to try before deploying tear alternative, it gives the department an option to try before deploying tear alternative, it gives the department an option to try before deploying tear 

gas.  gas.  gas.  gas.  

• Smoke is often used in conjunction with tear gas, and acts as a visual Smoke is often used in conjunction with tear gas, and acts as a visual Smoke is often used in conjunction with tear gas, and acts as a visual Smoke is often used in conjunction with tear gas, and acts as a visual 

deterrent. deterrent. deterrent. deterrent. 

• Pepper Spray provides officers with an intermediate force option to use in Pepper Spray provides officers with an intermediate force option to use in Pepper Spray provides officers with an intermediate force option to use in Pepper Spray provides officers with an intermediate force option to use in 

response to an individual violent act.  response to an individual violent act.  response to an individual violent act.  response to an individual violent act.  

• Allows officers to respond to a specific threat up to 15 feet away.Allows officers to respond to a specific threat up to 15 feet away.Allows officers to respond to a specific threat up to 15 feet away.Allows officers to respond to a specific threat up to 15 feet away.

• Effects are temporary; there are no injuries once spray wears off.Effects are temporary; there are no injuries once spray wears off.Effects are temporary; there are no injuries once spray wears off.Effects are temporary; there are no injuries once spray wears off.
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Questions?Questions?Questions?Questions?

The mission of the Berkeley Police Department is to preserve the peace and allow for the peaceful expression of 

First Amendment Rights.  These rights include, but are not limited to, assembling, marching, carrying signs, 

making speeches, or other lawful activity designed to express or advocate political, religious, or social opinions 

and beliefs.  
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